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Elixir client for the metamorphic-log
transparency-log engine. It surfaces the engine's verification + monitor SDK
and its deterministic ingestion primitives to Elixir/Phoenix, powered by
precompiled Rust NIFs — no Rust toolchain, no C compiler, no system packages
required.
Everything here computes byte-for-byte identically to the engine's native
Rust core and its browser WebAssembly SDK, because all three are thin shells
over the same audited metamorphic-crypto
and metamorphic-log crates. A log built by browser clients can therefore be
recomputed and verified, unchanged, on the server.
What it does
	Inclusion & consistency proofs — RFC 6962 / 9162 Merkle proof
verification (MetamorphicLog.Proof).
	Checkpoints & signed notes — C2SP signed-note and tlog-checkpoint
parsing/verification with both classical Ed25519 and an additive
hybrid post-quantum (ML-DSA + Ed25519) signature type
(MetamorphicLog.Checkpoint, MetamorphicLog.Note).
	CONIKS key transparency — privacy-preserving lookup/absence proof
verification over an ECVRF-blinded directory, with SHA3-512 commitments
(MetamorphicLog.Coniks, MetamorphicLog.Commitment).
	KEYTRANS key transparency (experimental) — suite-aware verification of
the IETF combined-tree directory: greatest-version search, fixed-version
search, and monitoring, across the on-spec IETF standard suites
(KT_128_SHA256_P256, KT_128_SHA256_Ed25519) and a private hybrid-PQ suite
(MetamorphicLog.Keytrans). The proof wire is movable — it tracks
draft-ietf-keytrans-protocol and is not byte-frozen.
	Namespace policy — signed, in-log posture (suite/level/commitment/VRF
mode, plus the CONIKS-vs-KEYTRANS directory route and its suite) verification
and declared == observed enforcement, including the directory backend
(MetamorphicLog.Policy).
	Canonical leaves — key-history canonical encoding and hashes
(MetamorphicLog.Leaf). Brand your own chain with a
<namespace>/key-history/v1 label via key_history_entry_hash_with_context/2
(recommended); mosslet/key-history/v1 is the frozen reference instance.
	Ingestion primitives — content dedup keys, tile flush geometry, and
Merkle recomputation for an Elixir operator pipeline
(MetamorphicLog.Ingest).

Installation
def deps do
  [
    {:metamorphic_log, "~> 0.1"}
  ]
end
A precompiled NIF is downloaded for your platform on first build. To build the
NIF from source instead (requires a Rust toolchain), set
METAMORPHIC_LOG_BUILD=true.
Quick start
# Verify a checkpoint (signed tree head) against trusted verifier keys
{:ok, checkpoint} = MetamorphicLog.Checkpoint.verify(note_text, [vkey])

# Then verify that a leaf is included under that verified checkpoint
:ok =
  MetamorphicLog.Checkpoint.verify_inclusion(
    note_text, [vkey], leaf_index, leaf_hash, proof
  )

# Verify a namespace policy and enforce declared == observed posture
{:ok, %MetamorphicLog.Policy{commitment_hash: :sha3_256}} =
  MetamorphicLog.Policy.verify(signed_policy)

:ok = MetamorphicLog.Policy.enforce_vrf_suite_id(signed_policy, 0x03)

# Verify an (experimental) KEYTRANS search proof under an explicit suite
{:ok, {:present, value_b64}} =
  MetamorphicLog.Keytrans.verify_search(
    :kt128_sha256_p256, context, vrf_public, root, label, proof
  )
Wire format
Binary values (hashes, roots, proof nodes, keys, openings) cross the API as
base64-encoded strings (standard padded alphabet); checkpoint/note bodies
and verifier keys are UTF-8 text. This matches the browser WASM SDK and is what
makes cross-target digests identical. Use Base.encode64/1 / Base.decode64/1
at your application boundary.
See the verification guide for the end-to-end
monitor workflow.
Performance & the BEAM
CPU-bound work — proof verification, CONIKS VRF verification, signature
verification (Ed25519 + ML-DSA), and Merkle recomputation — runs on Erlang
dirty CPU schedulers, so bursts of verification never block the normal
schedulers. Genuine micro-operations (canonical framing, single-hash leaf and
dedup digests, parsing, flush geometry) run inline.
License
Licensed under either of MIT or Apache-2.0 at
your option.


  

    Verification guide

This guide walks through the end-to-end monitor / auditor workflow with
metamorphic_log: given material published by a transparency log, independently
verify it on the server — byte-identically to the browser and the native core.
All binary values are base64-encoded strings; checkpoint/note bodies and
verifier keys are UTF-8 text.
1. Trust a verifier key
A log (and any co-signing witnesses) publishes one or more verifier keys in
the C2SP name+hash+base64key encoding. You decide which to trust:
trusted = [log_vkey, witness_vkey]
Two signature types are supported transparently:
	Ed25519 — the classical C2SP type.
	Metamorphic hybrid — ML-DSA + Ed25519 (strict-AND), wedging post-quantum
integrity into the same note format.

2. Verify a checkpoint (signed tree head)
{:ok, %MetamorphicLog.Checkpoint{origin: origin, size: size, root: root}} =
  MetamorphicLog.Checkpoint.verify(note_text, trusted)
verify/2 rejects the note unless a trusted key signed it. Unknown-key
signatures are ignored; a known key that fails to verify rejects the note.
3. Verify inclusion against the verified checkpoint
:ok =
  MetamorphicLog.Checkpoint.verify_inclusion(
    note_text, trusted, leaf_index, leaf_hash, proof
  )
proof is a list of base64 sibling hashes. For the mosslet/key-history/v1
record type, compute the leaf_hash from the entry:
{:ok, leaf_hash} = MetamorphicLog.Leaf.key_history_v1_rfc6962_leaf_hash(entry)
4. Verify consistency (append-only) between two checkpoints
:ok =
  MetamorphicLog.Checkpoint.verify_consistency(
    older_note, newer_note, trusted, consistency_proof
  )
This is the core anti-equivocation check a monitor runs as the log grows.
5. Enforce the namespace policy (declared == observed)
A namespace publishes a signed policy declaring its posture. Verify it, then
assert that what you observe matches what the policy declares:
{:ok, policy} = MetamorphicLog.Policy.verify(signed_policy)

# The checkpoint signing key must match the declared posture
:ok = MetamorphicLog.Policy.enforce_checkpoint_signing_key(signed_policy, signing_pub)

# The observed VRF suite / commitment hash must match the declaration
:ok = MetamorphicLog.Policy.enforce_vrf_suite_id(signed_policy, 0x03)
:ok = MetamorphicLog.Policy.enforce_commitment_hash(signed_policy, :sha3_256)
This stops an operator from silently downgrading the cryptographic posture.
6. Verify CONIKS key-transparency answers
Given the operator's published VRF public key and directory root, verify what a
namespace binds to an identity — or that it binds nothing — without learning
about other identities:
{:ok, value} =
  MetamorphicLog.Coniks.verify_lookup(namespace, vrf_public, root, identity, proof)

:ok =
  MetamorphicLog.Coniks.verify_absence(namespace, vrf_public, root, identity, proof)
7. Audit anchored checkpoints (anti-equivocation)
Anchoring commits a checkpoint's signed tree head to an external,
hard-to-equivocate medium (a chain tx, an RFC 3161 notary receipt, WORM storage,
another log) so a split view becomes publicly detectable. Build the canonical
attestation record binding the head to your opaque medium locator, then audit it
from both sides — the log side (binding + append-only consistency) and the
medium side (the published commitment matches):
{:ok, record} =
  MetamorphicLog.Anchor.record_canonical_bytes(
    origin, size, root, "ethereum/mainnet", locator
  )

# Log side: the attestation binds this checkpoint, and (optionally) the newer
# head is an append-only extension of a previously-anchored one.
:ok = MetamorphicLog.Anchor.verify_anchored(note, [vkey], record)

:ok =
  MetamorphicLog.Anchor.verify_anchored(newer_note, [vkey], record,
    prev_note: older_note,
    consistency_proof: proof
  )

# Medium side: bytes your operator fetched from the medium equal the
# recomputed, medium-independent commitment.
{:ok, commitment} = MetamorphicLog.Anchor.anchor_commitment(record)
:ok = MetamorphicLog.Anchor.verify_commitment(record, fetched_commitment)
Fetching the locator from the medium (and anchor cadence, fees, and confirmation
depth) is the operator's job — this library is I/O-free.
Cross-target parity
Every function above computes byte-identically to the native Rust core and the
browser WASM SDK; the package's cross-language byte-parity KAT
(test/cross_language_kat_test.exs) locks this against the same vectors used by
the engine. That is what lets a log produced by browser clients be recomputed
and audited, unchanged, by an Elixir monitor.


  

    Changelog

All notable changes to metamorphic_log are documented here. The format is
based on Keep a Changelog, and this
project adheres to Semantic Versioning.
[0.2.0]
Consumes metamorphic-log 0.5.0 and surfaces oblivious CONIKS index
derivation (RFC 9497 POPRF, OPRF(ristretto255, SHA-512), modePOPRF) — the
query-time privacy upgrade over the classical VRF directory. The server
evaluates a blinded element (learning nothing about the cleartext label) and
returns a DLEQ proof; the client unblinds and verifies to the same
deterministic index the server derives non-obliviously at tree-construction
time. The namespace is bound through the POPRF's public info metadata, not
the input. Purely additive on the Elixir surface; all existing functions and
vectors are unchanged.
Added
	MetamorphicLog.Coniks.derive_poprf_key_pair/2 — derive a deterministic
deployment POPRF evaluation key from a 32-byte seed + public key_info
(RFC 9497 §3.2.1 DeriveKeyPair).
	MetamorphicLog.Coniks.directory_open_poprf/3 — open a POPRF-backed
directory bound to namespace-separating public info metadata.
	MetamorphicLog.Coniks.lookup_by_index/2 — by-index lookup on an open
directory (either derivation scheme), returning the new indexed proof wire
types.
	MetamorphicLog.Coniks.blind_evaluate/2 — server-side blinded evaluation +
DLEQ proof (POPRF-backed directories only); cleartext identity lookups are
refused on such directories by design.
	MetamorphicLog.Coniks.poprf_public/1, poprf_info/1, suite_id/1 —
directory introspection (0x80 suite discriminator for POPRF; the RFC 9381
suite octet for VRF).
	MetamorphicLog.Coniks.verify_indexed_lookup/5 /
verify_indexed_absence/5 — verify the new IndexedLookupProof (0x03) /
IndexedAbsenceProof (0x02) wire types against a directory root, with no
VRF/POPRF keys required.

[0.1.10]
Consumes metamorphic-log 0.4.0 and surfaces the dual-line checkpoint
signer and the witness cosignature signing family — the producer
counterparts to the verification paths added in 0.1.9. Purely additive; all
existing functions and vectors are unchanged.
Added
	MetamorphicLog.Checkpoint.sign_dual/5 — sign a checkpoint with ONE
:hybrid-suite composite secret key, producing two log signature lines under
the same key name: the additive hybrid post-quantum line plus a classical
Ed25519 (0x01) line. The dual note lets stock Ed25519-only C2SP witness
software (omniwitness, armored-witness, sigsum) verify and cosign the
checkpoint while PQ-aware verifiers keep checking the hybrid line;
signed-note is multi-signature with unknown-key-ignored, so it stays
backward compatible with single-line consumers in both directions.
	MetamorphicLog.VerifierKey.encode_ed25519_from_hybrid/2 — derive the
Ed25519 (0x01) verifier key from a composite public key. The witness
registration bundle for an origin is its hybrid vkey plus this derived vkey.
	MetamorphicLog.Note.sign_cosignature_ed25519/4 — produce a C2SP
tlog-cosignature v1 Ed25519 (0x04) cosignature line (timestamped, what
deployed witnesses emit today) from a raw Ed25519 seed.
	MetamorphicLog.Note.sign_cosignature_mldsa44/4 — produce a C2SP
tlog-cosignature v1 ML-DSA-44 (0x06) cosignature line (the spec's
recommended post-quantum type) from a raw ML-DSA-44 seed.
	MetamorphicLog.VerifierKey.encode_cosignature_ed25519/2 and
encode_cosignature_mldsa44/2 — the matching witness verifier-key encoders.

Changed
	Bump the native crate dep to metamorphic-log = "0.4.0" (dual-line signing
and Signature::marshal_line).

[0.1.9]
Consumes metamorphic-log 0.3.0 (and metamorphic-crypto 0.10.7), which add
C2SP tlog-cosignature v1 witness cosignature verification in both the
classical Ed25519 (0x04) and post-quantum ML-DSA-44 (0x06) flavors. No new
NIF functions are needed: MetamorphicLog.Note.verify/2 and
MetamorphicLog.Checkpoint.verify/2 now accept independent witness cosignature
lines when given the witness's verifier key, so a checkpoint note can prove it
was co-signed by the log and one or more independent witnesses (split-view
protection). Purely additive; existing verification behavior and all vectors are
unchanged.
Changed
	Bump native crate deps to metamorphic-log = "0.3.0" and
metamorphic-crypto = "0.10.7" (single crypto-core version across the stack).
	MetamorphicLog.Note moduledoc documents the new witness cosignature types.

[0.1.8]
Adds the server-side CONIKS directory construction surface (the operator /
prover counterpart to the existing verify-only CONIKS APIs), so an operator can
build a per-namespace directory, append identity→value entries, publish its
root, and produce presence/absence proofs — all through the audited Rust core.
Additive; no wire-format or existing-API changes.
Added
	MetamorphicLog.Coniks.generate_vrf_key/0 — generate a fresh classical
(ECVRF-edwards25519, suite 0x03) VRF keypair, returning {:ok, {secret_b64, public_b64}}. The secret is per-namespace operator infrastructure.
	MetamorphicLog.Coniks.directory_open/2 — open an opaque, stateful directory
resource from a namespace + VRF secret. The directory is held as a Rust-side
RwLock<ConiksDirectory>: concurrent reads, serialized appends. Built once
and updated incrementally rather than rebuilt per request.
	MetamorphicLog.Coniks.insert/3 — insert/replace an identity's committed
value at its VRF-derived index (write path).
	MetamorphicLog.Coniks.root/1 — the 64-byte SHA3-512 prefix-tree root.
	MetamorphicLog.Coniks.lookup/2 — produce a presence
({:ok, {:present, value_b64, proof_b64}}) or absence
({:ok, {:absent, proof_b64}}) proof against the current root; the proof
verifies via the existing verify_lookup/5 / verify_absence/5.
	MetamorphicLog.Coniks.vrf_public/1 — the published VRF public key.

Added (KEYTRANS construction — experimental)
	MetamorphicLog.Keytrans.generate_vrf_key/1, directory_open/3, update/5,
combined_root/1, prove_search/2, and directory_vrf_public/1 — the
operator / prover counterpart to the verify-only KEYTRANS APIs, mirroring the
CONIKS construction resource. An operator opens a per-namespace combined-tree
directory from a VRF secret on an explicit suite, appends label versions,
publishes its combined-tree root, and produces greatest-version search proofs
({:ok, {:present, value_b64, proof_b64}} / {:ok, {:absent, proof_b64}})
that verify via the existing verify_search/6. Held as a Rust-side
RwLock<KeytransDirectory>: concurrent reads, serialized appends. Suite-aware
throughout (the §15.1 suite_id selects the VRF, commitment width, and
opening length; nothing is hardcoded).
	Experimental / movable: the KEYTRANS wire (draft-ietf-keytrans-protocol-04)
is not byte-frozen. Directory-lookup serving launches CONIKS-only and flags
KEYTRANS as unavailable; this surface backs the follow-up path.

Changed
	Bump the native metamorphic-log core dependency 0.1.11 → 0.2.1. 0.2.0 adds
the Send + Sync bound on vrf::Vrf required to own a ConiksDirectory /
KeytransDirectory (each holding a Box<dyn Vrf>) inside a BEAM resource;
0.2.1 adds the incremental CONIKS tree-hash cache (O(1) amortized root,
~O(depth) lookup) with byte-identical proofs. No frozen format, KAT vector, or
existing verification output changes.

[0.1.7]
Adds a context-parameterized key-history entry hash, so any application can
produce a branded transparency-log leaf (for example mosskeys/key-history/v1)
through the audited byte discipline instead of inheriting the reference
mosslet/key-history/v1 instance or hand-rolling the hash. Additive — the
frozen mosslet/key-history/v1 vectors are byte-for-byte unchanged, and the
canonical bytes plus RFC 6962 leaf hash stay brand-independent.
Added
	MetamorphicLog.Leaf.key_history_entry_hash_with_context/2 (and its !
variant) — compute an intra-chain entry hash under your own
<namespace>/<record-type>/v<major> label. This is now the recommended
way to compute a key-history entry_hash: branding with your own namespace
domain-separates your hashes and lets auditors tell whose key history a chain
is. Passing "mosslet/key-history/v1" reproduces
key_history_v1_entry_hash/1 byte-for-byte; a malformed label returns
{:error, reason}. Backed by the new entry_hash_with_context surface in the
native core.

Changed
	Bump the native metamorphic-log core dependency 0.1.10 → 0.1.11, which
exposes the context-parameterized key-history entry point across all bindings.
The key_history_v1_* functions and their KATs are unchanged.

[0.1.6]
Supply-chain bump propagating the upstream ML-DSA signing-stack hardening down
to the primitives layer. No public API, wire-format, or behavioural changes —
every proof, CONIKS, KEYTRANS, commitment, ingestion, and signing path is
byte-for-byte identical to 0.1.5.
Changed
	Bump the native metamorphic-log core dependency 0.1.9 → 0.1.10 and
metamorphic-crypto 0.10.2 → 0.10.5, pulling in the shared native signing
guard and the 8 MiB WASM shadow-stack linker bump at the source.
	Dedupe the signing-stack guard. The locally open-coded on_signing_stack
helper in the NIF is replaced by the shared, audited generic
metamorphic_crypto::on_signing_stack, which the crypto core now exports (a
32 MiB scoped worker thread that joins and resumes any unwind). Behaviour is
unchanged — the hybrid signing NIFs (nif_note_sign_hybrid,
nif_checkpoint_sign_hybrid, nif_signed_policy_sign) still run ML-DSA off
the dirty scheduler on an ample stack, so callers need no +sssdcpu tuning.
#![forbid(unsafe_code)] is retained.
	Bump the :test-only metamorphic_crypto Hex dependency ~> 0.8.1 → ~> 0.8.2
so the test suite (including the SIGBUS regression) resolves against the
hardened NIF release.

[0.1.5]
Adds the signing (producer) surface to complement the existing verification
APIs, so operators (checkpoint publishers, witnesses, policy authors) can
produce C2SP artifacts server-side from a metamorphic-crypto composite key or a
raw Ed25519 seed. Additive — no canonical byte-format changes; every existing
verification, proof, CONIKS, KEYTRANS, commitment, and ingestion path is
unchanged.
Added
	MetamorphicLog.VerifierKey.encode_hybrid/2 and encode_ed25519/2 — derive
the canonical C2SP vkey text (<name>+<hex(key_id)>+<base64(type_id || public_key)>) from a stored public key, ready to feed
Checkpoint.verify/2 / Note.verify/2.

	MetamorphicLog.Note.sign_hybrid/3 and sign_ed25519/3 — produce a signed
note over an arbitrary body.

	MetamorphicLog.Checkpoint.sign_hybrid/5 — sign an origin/size/root
checkpoint head as a hybrid post-quantum signed note.

	MetamorphicLog.Policy.sign/2 — sign a namespace policy (CONIKS or KEYTRANS
directory axis) into the canonical SignedPolicy envelope, with atom→string
enum validation ahead of the NIF boundary.
ML-DSA signing is hedged (randomized): signature bytes are not reproducible,
but the derived verifier key verifies deterministically.


Fixed
	Dirty-scheduler stack overflow on hybrid signing. ML-DSA's hedged signing
path allocates large intermediate lattice matrices on the stack, overflowing
the BEAM dirty-CPU scheduler thread's default stack (+sssdcpu, ~320 KB) and
crashing the VM with SIGBUS. The signing NIFs now run the core operation on a
dedicated thread with an ample (32 MiB) stack and block the dirty scheduler on
the join, so callers need no +sssdcpu tuning in vm.args. Ed25519 signing
and all verification paths were unaffected.

Changed
	Bumps the wrapped crate dependency metamorphic-log 0.1.6 -> 0.1.9 (adds the
checkpoint::sign_checkpoint_hybrid convenience and the note/vkey/policy
signing primitives consumed here). metamorphic-crypto stays at 0.10.2.
	Bumps rustler 0.37 -> 0.38 and raises the NIF crate MSRV 1.85 -> 1.91
(required by metamorphic-crypto's toolchain). Adds metamorphic_crypto ~> 0.8.1 as a test-only dependency for producer↔verifier round-trips.

[0.1.4]
Supply-chain / dependency maintenance release. Bumps the wrapped crate
dependencies metamorphic-log 0.1.5 -> 0.1.6 and
metamorphic-crypto 0.10.0 -> 0.10.2, refreshing the NIF Cargo.lock to pull
in the transitive cmov 0.5.3 -> 0.5.4 security fix (RustSec
GHSA-3rjw-m598-pq24 / CVE-2026-50185, aarch64 Cmov/CmovEq correctness),
aes-gcm 0.11.0 (rc -> stable), and anyhow 1.0.103 (RUSTSEC-2026-0190,
build-tooling only). Dependency-only — no canonical byte-format changes;
inclusion/consistency, key-history/v1, CONIKS, signed-note/checkpoint,
commitment, policy-v1, KEYTRANS, and ingestion are all unchanged. Precompiled
NIFs rebuilt for all targets.
[0.1.3]
Supply-chain currency bump. Bumps the wrapped crate dependencies
metamorphic-log 0.1.4 -> 0.1.5 and metamorphic-crypto 0.9 -> 0.10
(published crates only; no [patch]/path deps). No canonical byte-format
changes — inclusion/consistency, key-history/v1, CONIKS, signed-note/checkpoint,
commitment, policy-v1, KEYTRANS, and ingestion are all unchanged. The wrapped
metamorphic-crypto 0.10 is additive only (adds a standalone HKDF-SHA512
primitive that is unused here). p256 stays pinned at =0.14.0-rc.14.
[0.1.2]
Brings the NIF up to parity with the metamorphic-log Rust crate 0.1.4,
adding the Slice 9 KEYTRANS (IETF combined-tree directory) verification
surface and the namespace-policy directory axis. Bumps the wrapped crate
dependencies metamorphic-log 0.1.3 -> 0.1.4 and metamorphic-crypto 0.8 -> 0.9
(published crates only; no [patch]/path deps). No canonical byte-format
changes to any frozen layer — inclusion/consistency, key-history/v1, CONIKS,
signed-note/checkpoint, commitment, policy-v1, and ingestion are all unchanged,
and the CONIKS-route policy output is backward-compatible (new keys are
additive).
Added
	KEYTRANS verification (MetamorphicLog.Keytrans). Suite-aware,
relying-party verification of the IETF KEYTRANS combined-tree directory
(draft-ietf-keytrans-protocol-04), mirroring the browser WASM SDK's
keytransVerify*Suite surface. Stateless — recomputes everything from public
inputs (VRF public key, combined-tree root, label, proof).	verify_search/6 — greatest-version search (§6): the value at a label's
most recent version, or absence.
	verify_fixed_version/6 — fixed-version search (§7).
	verify_monitor/6 — monitoring (§8): a downgrade is rejected.
	suite_id/1 — the §15.1 suite_id for a suite atom.
	The cipher suite is always explicit (no default): :kt128_sha256_p256
(0x0001), :kt128_sha256_ed25519 (0x0002) — the on-spec IETF standard
suites (HMAC-SHA256 commitment) — and :metamorphic_hybrid_exp (0xF000),
the private hybrid-PQ suite.
	Movable / experimental: the proof wire is tagged KEYTRANS_EXP_04 and
tracks the draft; it is deliberately not byte-frozen. The golden test
vectors are kept out of the frozen cross-language KAT set.


	Policy directory axis (MetamorphicLog.Policy).	Verified policies now expose :directory_mode (:coniks | :keytrans)
and :keytrans_suite (:metamorphic_hybrid_exp | :kt128_sha256_p256 |
:kt128_sha256_ed25519) alongside the existing posture fields (additive,
backward-compatible; default to the CONIKS route).

	enforce_directory_backend/2 — declared == observed for the directory
backend, accepting a :coniks / :keytrans atom or a raw u16 id.



0.1.1
Brings the NIF up to parity with the metamorphic-log Rust crate 0.1.3,
adding the Slice 8 anchoring / attestation surface (the crate's first
post-v0.1 slice). No canonical byte-format changes to any audited layer; the
existing verification, CONIKS, policy, and ingestion surfaces are unchanged.
Bumps the wrapped crate dependency 0.1.2 -> 0.1.3.
Added
	Backend-agnostic anchoring (MetamorphicLog.Anchor). Format + verification
for committing a checkpoint's signed tree head to an external,
hard-to-equivocate medium (chain, RFC 3161 notary, WORM storage, another log),
byte-identical to the native core and WASM SDK. Deliberately I/O-free — the
medium client, cadence, fees, and confirmation depth stay in the operator
layer.	record_canonical_bytes/6 / parse_record/1 — the canonical, byte-locked
AnchorRecord binding a checkpoint head (origin / size / root_hash) to
an opaque locator and an agnostic medium tag, with a self-describing
safe-menu commitment algorithm ("sha3_512" in v0.1).
	anchor_commitment/1 — the fixed-size, medium-independent commitment an
operator publishes to (and re-fetches from) the medium.
	rfc6962_leaf_hash/1 — the record's Layer-0 leaf hash, so attestations may
themselves be logged.
	verify_anchored/4 — the log-side third-party audit that an attestation
binds a checkpoint and that successive anchored heads are append-only
consistent (RFC 9162), trusting neither operator nor medium.
	verify_commitment/2 — the medium-side counterpart: bytes fetched from the
medium equal the recomputed commitment. The Rust CommitmentSink trait and
its I/O bridges are intentionally not wrapped — that backend belongs on
the BEAM side.


	Docs: HexDocs badge in the README and an Anchoring module group.

0.1.0
Initial release: the Elixir/Hex client for the metamorphic-log transparency-log
engine, as a sibling package to metamorphic_crypto, built on precompiled Rust
NIFs (Rustler + rustler_precompiled) wrapping the published metamorphic-log
crate.
Added
	Verification + monitor SDK, mirroring the browser WASM SDK surface:	MetamorphicLog.Proof — RFC 6962/9162 inclusion & consistency verification.
	MetamorphicLog.Checkpoint / MetamorphicLog.Note — C2SP signed-note and
tlog-checkpoint parse/verify, with classical Ed25519 and additive hybrid
post-quantum (ML-DSA + Ed25519) signatures.
	MetamorphicLog.Coniks / MetamorphicLog.Commitment — CONIKS lookup/absence
proof verification and SHA3-512 commitment verification.
	MetamorphicLog.Policy — signed namespace-policy verification and
declared == observed posture enforcement.
	MetamorphicLog.Leaf — the mosslet/key-history/v1 canonical leaf encoding,
entry hash, and RFC 6962 leaf hash.


	Ingestion primitives (MetamorphicLog.Ingest) — content/token dedup keys,
tile flush geometry, and Merkle recomputation over tile bytes for an Elixir
operator pipeline. Sequencing state and tile I/O are intentionally left to the
BEAM side.
	CPU-bound NIFs (proof/VRF/signature verification, Merkle recomputation) run on
dirty CPU schedulers; micro-operations run inline.
	Cross-language byte-parity KAT (test/cross_language_kat_test.exs): the
NIF reproduces the same locked vectors as the Rust core and WASM SDK
(metamorphic-log/tests/cross_language.rs).



  

    
MetamorphicLog 
    



      
Elixir client for the metamorphic-log transparency-log engine.
MetamorphicLog wraps the audited metamorphic-log Rust crate via precompiled
Rust NIFs — no Rust toolchain, no C compiler, no system packages required. It
surfaces the engine's verification + monitor SDK plus the deterministic
ingestion primitives, byte-for-byte compatible with the browser WASM SDK
and the native core.
Verification-focused
This package verifies and recomputes; it does not run a hosted log. All
cryptography is the single-source-of-truth metamorphic-crypto core.
Modules
	MetamorphicLog.Proof — RFC 6962/9162 inclusion & consistency proofs
	MetamorphicLog.Checkpoint — signed tree heads (parse/verify + proofs)
	MetamorphicLog.Note — C2SP signed-note verification (Ed25519 + hybrid PQ)
	MetamorphicLog.Coniks — CONIKS key-transparency lookup/absence proofs
	MetamorphicLog.Commitment — SHA3-512 commitment verification
	MetamorphicLog.Keytrans — IETF KEYTRANS combined-tree verification
(search / fixed-version / monitor; experimental, suite-aware)
	MetamorphicLog.Policy — signed namespace policy + declared==observed
	MetamorphicLog.Leaf — canonical mosslet/key-history/v1 leaf encoding
	MetamorphicLog.Ingest — dedup keys, flush geometry, Merkle recomputation

Wire format
Binary values (hashes, roots, proof nodes, keys, openings) are base64-encoded
strings; checkpoint/note bodies and verifier keys are UTF-8 text. This matches
the WASM SDK and is what makes cross-target digests identical.
Quick start
# Verify an inclusion proof against a verified checkpoint
{:ok, %MetamorphicLog.Checkpoint{}} =
  MetamorphicLog.Checkpoint.verify(note_text, [vkey])

:ok =
  MetamorphicLog.Checkpoint.verify_inclusion(
    note_text, [vkey], leaf_index, leaf_hash, proof
  )

      


      
        Summary


  
    Functions
  


    
      
        verify_consistency(size1, size2, proof_b64, root1_b64, root2_b64)

      


        Convenience delegate for MetamorphicLog.Proof.verify_consistency/5.



    


    
      
        verify_inclusion(index, size, leaf_hash_b64, proof_b64, root_b64)

      


        Convenience delegate for MetamorphicLog.Proof.verify_inclusion/5.



    





      


      
        Functions


        


  
    
      
    
    
      verify_consistency(size1, size2, proof_b64, root1_b64, root2_b64)



        
          
        

    

  


  

      

          @spec verify_consistency(
  non_neg_integer(),
  non_neg_integer(),
  [String.t()],
  String.t(),
  String.t()
) :: :ok | {:error, String.t()}


      


Convenience delegate for MetamorphicLog.Proof.verify_consistency/5.

  



  
    
      
    
    
      verify_inclusion(index, size, leaf_hash_b64, proof_b64, root_b64)



        
          
        

    

  


  

      

          @spec verify_inclusion(
  non_neg_integer(),
  non_neg_integer(),
  String.t(),
  [String.t()],
  String.t()
) :: :ok | {:error, String.t()}


      


Convenience delegate for MetamorphicLog.Proof.verify_inclusion/5.

  


        

      


  

    
MetamorphicLog.VerifierKey 
    



      
C2SP signed-note verifier-key (vkey) encoding.
A verifier key is the text a relying party pins to recognize and check a
signer's note/checkpoint signatures:
<name>+<hex(key_id)>+<base64(type_id || public_key)>
where key_id = SHA-256(name || 0x0A || type_id || public_key)[:4] (big
endian). These encoders derive the key id and produce the canonical vkey
string for the two supported signature types, so a server can publish the
vkey its clients feed to MetamorphicLog.Checkpoint.verify/2 and
MetamorphicLog.Note.verify/2.
Public keys cross the boundary base64-encoded.

      


      
        Summary


  
    Functions
  


    
      
        encode_cosignature_ed25519(name, public_key_b64)

      


        Encode a C2SP tlog-cosignature v1 Ed25519 (0x04) verifier key from a
cosigner name (a schema-less URL identifying the witness) and a 32-byte
Ed25519 public key (base64).



    


    
      
        encode_cosignature_mldsa44(name, public_key_b64)

      


        Encode a C2SP tlog-cosignature v1 ML-DSA-44 (0x06) verifier key from
a cosigner name (a schema-less URL identifying the witness) and a 1312-byte
ML-DSA-44 public key (base64).



    


    
      
        encode_ed25519(name, public_key_b64)

      


        Encode a classical Ed25519 verifier key from a key name and a 32-byte public
key (base64).



    


    
      
        encode_ed25519_from_hybrid(name, public_key_b64)

      


        Encode a classical Ed25519 (0x01) verifier key from a key name and the
Ed25519 half of a :hybrid-suite composite public key (base64
tag || ed25519_pk || ml_dsa_pk).



    


    
      
        encode_hybrid(name, public_key_b64)

      


        Encode a hybrid composite verifier key from a key name and the
metamorphic-crypto composite public key bytes
(tag || classical_pk || ml_dsa_pk, base64).



    





      


      
        Functions


        


  
    
      
    
    
      encode_cosignature_ed25519(name, public_key_b64)



        
          
        

    

  


  

      

          @spec encode_cosignature_ed25519(name :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encode a C2SP tlog-cosignature v1 Ed25519 (0x04) verifier key from a
cosigner name (a schema-less URL identifying the witness) and a 32-byte
Ed25519 public key (base64).
This is the vkey a log pins to verify a witness's timestamped Ed25519
cosignature lines (what deployed witnesses emit today). Returns {:ok, vkey}
or {:error, reason}.

  



  
    
      
    
    
      encode_cosignature_mldsa44(name, public_key_b64)



        
          
        

    

  


  

      

          @spec encode_cosignature_mldsa44(name :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encode a C2SP tlog-cosignature v1 ML-DSA-44 (0x06) verifier key from
a cosigner name (a schema-less URL identifying the witness) and a 1312-byte
ML-DSA-44 public key (base64).
This is the vkey a log pins to verify a witness's post-quantum ML-DSA-44
cosignature lines (the cosignature spec's recommended type for new
deployments). Returns {:ok, vkey} or {:error, reason}.

  



  
    
      
    
    
      encode_ed25519(name, public_key_b64)



        
          
        

    

  


  

      

          @spec encode_ed25519(name :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encode a classical Ed25519 verifier key from a key name and a 32-byte public
key (base64).
Returns {:ok, vkey} or {:error, reason} (invalid name or a key that is not
32 bytes).

  



  
    
      
    
    
      encode_ed25519_from_hybrid(name, public_key_b64)



        
          
        

    

  


  

      

          @spec encode_ed25519_from_hybrid(name :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encode a classical Ed25519 (0x01) verifier key from a key name and the
Ed25519 half of a :hybrid-suite composite public key (base64
tag || ed25519_pk || ml_dsa_pk).
This is the vkey a stock Ed25519-only C2SP witness needs to verify the
0x01 line of a dual-signed checkpoint (Checkpoint.sign_dual/5): the
witness registration bundle for an origin is its hybrid vkey
(encode_hybrid/2) plus this derived vkey. The derivation is deterministic.
Composite keys without an Ed25519 classical half (matched-suite Ed448/P-521,
pure-PQ) are rejected.
Returns {:ok, vkey} or {:error, reason}.
Example
{:ok, witness_vkey} =
  MetamorphicLog.VerifierKey.encode_ed25519_from_hybrid("origin/log", composite_pk_b64)

  



  
    
      
    
    
      encode_hybrid(name, public_key_b64)



        
          
        

    

  


  

      

          @spec encode_hybrid(name :: String.t(), public_key_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Encode a hybrid composite verifier key from a key name and the
metamorphic-crypto composite public key bytes
(tag || classical_pk || ml_dsa_pk, base64).
This is the public key stored as a namespace's signing key. Returns
{:ok, vkey} or {:error, reason} (invalid name or empty key).
Example
{:ok, vkey} = MetamorphicLog.VerifierKey.encode_hybrid("metamorphic.app/log", pk_b64)

  


        

      


  

    
MetamorphicLog.Proof 
    



      
RFC 6962 / 9162 Merkle inclusion and consistency proof verification.
Thin, idiomatic wrappers over the audited metamorphic-log Rust core — the
same code path used by the browser WASM SDK, so a proof that verifies here
verifies identically in the browser and on the server.
Encoding
Hashes, roots, and each proof node are base64-encoded binaries (standard
padded alphabet). A proof is a list of base64 strings, each a 32-byte
SHA-256 node hash, ordered as produced by the log.
Return shape
The verify_* functions return :ok when the proof checks out, or
{:error, reason} for either a failed check or malformed input — faithful to
the engine's Result. The valid_*?/n predicates collapse that to a boolean
for call sites that only need a yes/no.
Scheduling
Verification runs on a dirty CPU scheduler, so a burst of proof checks won't
block the BEAM's normal schedulers.

      


      
        Summary


  
    Functions
  


    
      
        valid_consistency?(size1, size2, proof_b64, root1_b64, root2_b64)

      


        Boolean form of verify_consistency/5. Returns true only on a valid proof.



    


    
      
        valid_inclusion?(index, size, leaf_hash_b64, proof_b64, root_b64)

      


        Boolean form of verify_inclusion/5. Returns true only on a valid proof.



    


    
      
        verify_consistency(size1, size2, proof_b64, root1_b64, root2_b64)

      


        Verify that a log of root2 (size2 leaves) is a consistent, append-only
extension of an earlier log of root1 (size1 leaves).



    


    
      
        verify_inclusion(index, size, leaf_hash_b64, proof_b64, root_b64)

      


        Verify that leaf_hash is included at index in a tree of size leaves
whose root is root.



    





      


      
        Functions


        


  
    
      
    
    
      valid_consistency?(size1, size2, proof_b64, root1_b64, root2_b64)



        
          
        

    

  


  

      

          @spec valid_consistency?(
  non_neg_integer(),
  non_neg_integer(),
  [String.t()],
  String.t(),
  String.t()
) :: boolean()


      


Boolean form of verify_consistency/5. Returns true only on a valid proof.

  



  
    
      
    
    
      valid_inclusion?(index, size, leaf_hash_b64, proof_b64, root_b64)



        
          
        

    

  


  

      

          @spec valid_inclusion?(
  non_neg_integer(),
  non_neg_integer(),
  String.t(),
  [String.t()],
  String.t()
) :: boolean()


      


Boolean form of verify_inclusion/5. Returns true only on a valid proof.

  



  
    
      
    
    
      verify_consistency(size1, size2, proof_b64, root1_b64, root2_b64)



        
          
        

    

  


  

      

          @spec verify_consistency(
  size1 :: non_neg_integer(),
  size2 :: non_neg_integer(),
  proof_b64 :: [String.t()],
  root1_b64 :: String.t(),
  root2_b64 :: String.t()
) :: :ok | {:error, String.t()}


      


Verify that a log of root2 (size2 leaves) is a consistent, append-only
extension of an earlier log of root1 (size1 leaves).
proof is a list of base64-encoded hashes. Returns :ok or
{:error, reason}.
Example
:ok = MetamorphicLog.Proof.verify_consistency(size1, size2, proof, root1, root2)

  



  
    
      
    
    
      verify_inclusion(index, size, leaf_hash_b64, proof_b64, root_b64)



        
          
        

    

  


  

      

          @spec verify_inclusion(
  index :: non_neg_integer(),
  size :: non_neg_integer(),
  leaf_hash_b64 :: String.t(),
  proof_b64 :: [String.t()],
  root_b64 :: String.t()
) :: :ok | {:error, String.t()}


      


Verify that leaf_hash is included at index in a tree of size leaves
whose root is root.
proof is a list of base64-encoded sibling hashes. Returns :ok or
{:error, reason}.
Example
:ok = MetamorphicLog.Proof.verify_inclusion(index, size, leaf_hash, proof, root)

  


        

      


  

    
MetamorphicLog.Checkpoint 
    



      
Transparency-log checkpoints (signed tree heads), in the
C2SP tlog-checkpoint
format carried inside a MetamorphicLog.Note.
A checkpoint commits to a log's origin, size, and Merkle root. Verifying
one against trusted keys, then checking inclusion/consistency proofs against
that verified checkpoint, is the core monitor/auditor workflow.

      


      
        Summary


  
    Types
  


    
      
        t()

      


        A parsed/verified checkpoint. root is base64-encoded.



    





  
    Functions
  


    
      
        parse(body_text)

      


        Parse an unverified checkpoint body (no signature check).



    


    
      
        sign_dual(origin, size, root_b64, name, secret_key_b64)

      


        Build a checkpoint body and sign it twice with ONE hybrid PQ composite
secret key — the additive hybrid line plus a classical Ed25519 (0x01) line,
both under the same key name — returning the complete dual-line C2SP
signed-note text ready to publish.



    


    
      
        sign_hybrid(origin, size, root_b64, name, secret_key_b64)

      


        Build a checkpoint body and sign it with a hybrid PQ composite secret key in
one call, returning the complete C2SP signed-note text ready to publish.



    


    
      
        verify(note_text, trusted_vkeys)

      


        Verify a signed-note note_text against trusted_vkeys and return the
enclosed checkpoint.



    


    
      
        verify_consistency(older_note, newer_note, trusted_vkeys, proof_b64)

      


        Verify both older_note and newer_note against trusted_vkeys, then verify
that the newer checkpoint is a consistent extension of the older one.



    


    
      
        verify_inclusion(note_text, trusted_vkeys, leaf_index, leaf_hash_b64, proof_b64)

      


        Verify note_text against trusted_vkeys, then verify that leaf_hash is
included at leaf_index under that checkpoint's root.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MetamorphicLog.Checkpoint{
  extensions: [String.t()],
  origin: String.t(),
  root: String.t(),
  size: non_neg_integer()
}


      


A parsed/verified checkpoint. root is base64-encoded.

  


        

      

      
        Functions


        


  
    
      
    
    
      parse(body_text)



        
          
        

    

  


  

      

          @spec parse(body_text :: String.t()) :: {:ok, t()} | {:error, String.t()}


      


Parse an unverified checkpoint body (no signature check).
Use this only when the signature has already been established out of band;
otherwise prefer verify/2. Returns {:ok, %Checkpoint{}} or
{:error, reason}.

  



  
    
      
    
    
      sign_dual(origin, size, root_b64, name, secret_key_b64)



        
          
        

    

  


  

      

          @spec sign_dual(
  origin :: String.t(),
  size :: non_neg_integer(),
  root_b64 :: String.t(),
  name :: String.t(),
  secret_key_b64 :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Build a checkpoint body and sign it twice with ONE hybrid PQ composite
secret key — the additive hybrid line plus a classical Ed25519 (0x01) line,
both under the same key name — returning the complete dual-line C2SP
signed-note text ready to publish.
This is the witness-interop producer path: stock C2SP witness software
(omniwitness, armored-witness, sigsum) verifies Ed25519 0x01 log lines
only, while PQ-aware verifiers trust the hybrid line. signed-note is
multi-signature with unknown-key-ignored, so the one note serves both worlds
and stays backward compatible with single-line consumers in both directions.
Arguments and validation match sign_hybrid/5. The matching verifier keys
are VerifierKey.encode_hybrid/2 (hybrid line) and
VerifierKey.encode_ed25519_from_hybrid/2 (Ed25519 line), both derived from
the same composite public key. Requires a :hybrid-suite composite key
(Ed25519 classical half); matched-suite (Ed448/P-521) and pure-PQ keys are
rejected.
Returns {:ok, note_text} or {:error, reason}.
Example
{:ok, note} =
  MetamorphicLog.Checkpoint.sign_dual("origin/log", 10, root_b64, "origin/log", sk)

  



  
    
      
    
    
      sign_hybrid(origin, size, root_b64, name, secret_key_b64)



        
          
        

    

  


  

      

          @spec sign_hybrid(
  origin :: String.t(),
  size :: non_neg_integer(),
  root_b64 :: String.t(),
  name :: String.t(),
  secret_key_b64 :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Build a checkpoint body and sign it with a hybrid PQ composite secret key in
one call, returning the complete C2SP signed-note text ready to publish.
origin is the log identity line; size the tree size; root_b64 the
base64 of the exactly 32-byte RFC 6962 root at size; name the C2SP key
name (usually the origin); secret_key_b64 the base64 composite secret key.
This is the one-call producer path for a checkpoint publisher: it shares the
core's Checkpoint + sign_hybrid code path, so it never hand-assembles the
byte layout. The verifier key derived from secret_key_b64's public half
(MetamorphicLog.VerifierKey.encode_hybrid/2) verifies the produced note via
verify/2.
Returns {:ok, note_text} or {:error, reason} (malformed checkpoint —
empty origin or non-32-byte root — or a signing failure).
Example
{:ok, note} =
  MetamorphicLog.Checkpoint.sign_hybrid("origin/log", 10, root_b64, "origin/log", sk)

  



  
    
      
    
    
      verify(note_text, trusted_vkeys)



        
          
        

    

  


  

      

          @spec verify(note_text :: String.t(), trusted_vkeys :: [String.t()]) ::
  {:ok, t()} | {:error, String.t()}


      


Verify a signed-note note_text against trusted_vkeys and return the
enclosed checkpoint.
Returns {:ok, %Checkpoint{}} or {:error, reason}.
Example
{:ok, %MetamorphicLog.Checkpoint{size: size, root: root}} =
  MetamorphicLog.Checkpoint.verify(note_text, [vkey])

  



  
    
      
    
    
      verify_consistency(older_note, newer_note, trusted_vkeys, proof_b64)



        
          
        

    

  


  

      

          @spec verify_consistency(
  older_note :: String.t(),
  newer_note :: String.t(),
  trusted_vkeys :: [String.t()],
  proof_b64 :: [String.t()]
) :: :ok | {:error, String.t()}


      


Verify both older_note and newer_note against trusted_vkeys, then verify
that the newer checkpoint is a consistent extension of the older one.
proof is a list of base64-encoded hashes. Returns :ok or
{:error, reason}.

  



  
    
      
    
    
      verify_inclusion(note_text, trusted_vkeys, leaf_index, leaf_hash_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_inclusion(
  note_text :: String.t(),
  trusted_vkeys :: [String.t()],
  leaf_index :: non_neg_integer(),
  leaf_hash_b64 :: String.t(),
  proof_b64 :: [String.t()]
) :: :ok | {:error, String.t()}


      


Verify note_text against trusted_vkeys, then verify that leaf_hash is
included at leaf_index under that checkpoint's root.
proof is a list of base64-encoded sibling hashes. Returns :ok or
{:error, reason}.

  


        

      


  

    
MetamorphicLog.Note 
    



      
C2SP signed-note verification and signing.
A signed note is a UTF-8 text body followed by one or more signature lines, as
defined by the C2SP signed-note
spec. This engine supports these signature types:
	Ed25519 — the classical C2SP signature type.
	Metamorphic hybrid — an additive composite (ML-DSA + Ed25519,
strict-AND verify) that wedges post-quantum integrity into the same note
format. ML-DSA signing is hedged/randomized, so signature bytes are not
reproducible, but verification is fully deterministic.
	Witness cosignatures (C2SP tlog-cosignature
v1) — independent witness co-signatures on a checkpoint, in both the
classical Ed25519 (0x04) and post-quantum ML-DSA-44 (0x06) flavors.
Passing a witness's verifier key to verify/2 counts its cosignature, so
a checkpoint note can prove it was co-signed by the log and one or more
independent witnesses (split-view protection).

verify/2 takes the note text and a list of trusted verifier keys (the
C2SP name+hash+base64key encoding). Unknown-key signatures are ignored; a
signature from a known key that fails rejects the whole note.

      


      
        Summary


  
    Functions
  


    
      
        sign_cosignature_ed25519(note_text, name, seed_b64, timestamp)

      


        Produce a C2SP tlog-cosignature v1 Ed25519 (0x04) cosignature line
over note_text at timestamp (POSIX seconds), from a raw 32-byte Ed25519
seed (base64).



    


    
      
        sign_cosignature_mldsa44(note_text, name, seed_b64, timestamp)

      


        Produce a C2SP tlog-cosignature v1 ML-DSA-44 (0x06) cosignature line
over the checkpoint in note_text at timestamp (POSIX seconds), from a
raw 32-byte ML-DSA-44 seed (base64).



    


    
      
        sign_ed25519(text, name, seed_b64)

      


        Sign text with a raw 32-byte Ed25519 seed (base64), returning the complete
classical (witness-compatible) C2SP signed-note text.



    


    
      
        sign_hybrid(text, name, secret_key_b64)

      


        Sign text with an additive hybrid PQ composite secret key, returning the
complete C2SP signed-note text (body + blank line + the hybrid signature
line).



    


    
      
        verified?(note_text, trusted_vkeys)

      


        Boolean form of verify/2. Returns true if at least one trusted key signed
and verified.



    


    
      
        verify(note_text, trusted_vkeys)

      


        Verify note_text against trusted_vkeys.



    





      


      
        Functions


        


  
    
      
    
    
      sign_cosignature_ed25519(note_text, name, seed_b64, timestamp)



        
          
        

    

  


  

      

          @spec sign_cosignature_ed25519(
  note_text :: String.t(),
  name :: String.t(),
  seed_b64 :: String.t(),
  timestamp :: non_neg_integer()
) :: {:ok, String.t()} | {:error, String.t()}


      


Produce a C2SP tlog-cosignature v1 Ed25519 (0x04) cosignature line
over note_text at timestamp (POSIX seconds), from a raw 32-byte Ed25519
seed (base64).
This is what a witness emits after verifying a log's consistency: a
timestamped Ed25519 signature over the domain-separated cosignature/v1
message (header + time <timestamp> line + the whole cosigned note body).
note_text must be the exact cosigned note body (the checkpoint text,
ending in a newline, no signature block); name is the cosigner name (a
schema-less URL identifying the witness).
Returns {:ok, line} — a single — <name> <base64> signature line with NO
trailing newline — or {:error, reason}. Newline-terminate and concatenate
lines to build a cosignature block; verify with the matching
VerifierKey.encode_cosignature_ed25519/2 key.
Example
{:ok, line} =
  MetamorphicLog.Note.sign_cosignature_ed25519(body, "witness.example.com", seed, ts)

cosig_lines = line <> "\n"

  



  
    
      
    
    
      sign_cosignature_mldsa44(note_text, name, seed_b64, timestamp)



        
          
        

    

  


  

      

          @spec sign_cosignature_mldsa44(
  note_text :: String.t(),
  name :: String.t(),
  seed_b64 :: String.t(),
  timestamp :: non_neg_integer()
) :: {:ok, String.t()} | {:error, String.t()}


      


Produce a C2SP tlog-cosignature v1 ML-DSA-44 (0x06) cosignature line
over the checkpoint in note_text at timestamp (POSIX seconds), from a
raw 32-byte ML-DSA-44 seed (base64).
The post-quantum sibling of sign_cosignature_ed25519/4: an ML-DSA-44
signature over the spec's cosigned_message struct (label subtree/v1\n\0,
cosigner name, timestamp, log origin, subtree bounds 0..size, root hash),
which — unlike the Ed25519 type — commits to the cosigner name. note_text
must parse as a checkpoint (its first three lines are origin/size/root).
ML-DSA signing is hedged, so signature bytes are not reproducible, but
verification is deterministic.
Returns {:ok, line} (no trailing newline) or {:error, reason}. Verify
with the matching VerifierKey.encode_cosignature_mldsa44/2 key.

  



  
    
      
    
    
      sign_ed25519(text, name, seed_b64)



        
          
        

    

  


  

      

          @spec sign_ed25519(text :: String.t(), name :: String.t(), seed_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Sign text with a raw 32-byte Ed25519 seed (base64), returning the complete
classical (witness-compatible) C2SP signed-note text.
text must be the exact note body ending in a newline. name is the C2SP
key name; seed_b64 is the base64 32-byte Ed25519 seed. Returns
{:ok, note_text} or {:error, reason} (invalid name or a seed that is not
32 bytes).

  



  
    
      
    
    
      sign_hybrid(text, name, secret_key_b64)



        
          
        

    

  


  

      

          @spec sign_hybrid(
  text :: String.t(),
  name :: String.t(),
  secret_key_b64 :: String.t()
) ::
  {:ok, String.t()} | {:error, String.t()}


      


Sign text with an additive hybrid PQ composite secret key, returning the
complete C2SP signed-note text (body + blank line + the hybrid signature
line).
text must be the exact note body ending in a newline. name is the
C2SP key name; secret_key_b64 is the base64 metamorphic-crypto composite
secret key. ML-DSA signing is hedged, so the signature bytes are not
reproducible — but the verifier key derived from secret_key_b64's public
half (see MetamorphicLog.VerifierKey.encode_hybrid/2) verifies the result
deterministically.
Returns {:ok, note_text} or {:error, reason} (invalid name, undecodable
secret key, or signing failure).
Example
{:ok, note} = MetamorphicLog.Note.sign_hybrid("origin/log\n7\ncm9vdA==\n", "origin/log", sk)

  



  
    
      
    
    
      verified?(note_text, trusted_vkeys)



        
          
        

    

  


  

      

          @spec verified?(String.t(), [String.t()]) :: boolean()


      


Boolean form of verify/2. Returns true if at least one trusted key signed
and verified.

  



  
    
      
    
    
      verify(note_text, trusted_vkeys)



        
          
        

    

  


  

      

          @spec verify(note_text :: String.t(), trusted_vkeys :: [String.t()]) ::
  {:ok, non_neg_integer()} | {:error, String.t()}


      


Verify note_text against trusted_vkeys.
Returns {:ok, verified_count} — the number of trusted signatures that
verified (always ≥ 1 on success) — or {:error, reason} (including
"no trusted signature" when none of the trusted keys signed).
Example
{:ok, 1} = MetamorphicLog.Note.verify(note_text, [vkey])

  


        

      


  

    
MetamorphicLog.Commitment 
    



      
SHA3-512 commitment verification (CONIKS value commitments).
A commitment is SHA3-512_with_context(context, opening(32 bytes) || value).
Given the public context label, the 64-byte commitment, the committed
value, and the 32-byte opening, verify/4 recomputes and constant-time
compares.
All binary arguments are base64-encoded.

      


      
        Summary


  
    Functions
  


    
      
        valid?(context, commitment_b64, value_b64, opening_b64)

      


        Boolean form of verify/4. Returns true only on a valid opening.



    


    
      
        verify(context, commitment_b64, value_b64, opening_b64)

      


        Verify that commitment opens to value under opening and context.



    





      


      
        Functions


        


  
    
      
    
    
      valid?(context, commitment_b64, value_b64, opening_b64)



        
          
        

    

  


  

      

          @spec valid?(String.t(), String.t(), String.t(), String.t()) :: boolean()


      


Boolean form of verify/4. Returns true only on a valid opening.

  



  
    
      
    
    
      verify(context, commitment_b64, value_b64, opening_b64)



        
          
        

    

  


  

      

          @spec verify(
  context :: String.t(),
  commitment_b64 :: String.t(),
  value_b64 :: String.t(),
  opening_b64 :: String.t()
) :: :ok | {:error, String.t()}


      


Verify that commitment opens to value under opening and context.
Returns :ok or {:error, reason}.
Example
:ok = MetamorphicLog.Commitment.verify(context, commitment, value, opening)

  


        

      


  

    
MetamorphicLog.Coniks 
    



      
CONIKS key-transparency lookup and absence verification (Layer 3).
CONIKS lets a relying party verify what value a log binds to an identity —
or that it binds none — without the operator being able to equivocate, and
without revealing other identities. Lookups are privacy-preserving: the
identity is blinded through a VRF (RFC 9381 ECVRF over edwards25519 by
default, suite 0x03).
These functions are the verifier side and need no directory state — only
the operator's published vrf_public key, the directory root (a 64-byte
SHA3-512 prefix-tree root), the queried identity, and the proof the
operator returned.
All binary arguments are base64-encoded; namespace is a UTF-8 label
such as "mosslet.app".

      


      
        Summary


  
    Types
  


    
      
        directory()

      


        An opaque, stateful CONIKS directory resource owned by the runtime.



    





  
    Functions
  


    
      
        blind_evaluate(directory, blinded_element_b64)

      


        The server-side oblivious evaluation (RFC 9497 BlindEvaluate): evaluate a
client's blinded element under this directory's POPRF key.



    


    
      
        derive_poprf_key_pair(seed_b64, key_info_b64)

      


        Derive the deployment POPRF keypair from a 32-byte seed and a public key-info
string (RFC 9497 §3.2.1 DeriveKeyPair).



    


    
      
        directory_open(namespace, vrf_secret_b64)

      


        Open a per-namespace directory from an existing VRF secret key, returning an
opaque, empty directory/0 resource.



    


    
      
        directory_open_poprf(namespace, info_b64, poprf_secret_b64)

      


        Open a per-namespace POPRF-backed directory from the deployment POPRF
secret key, returning an opaque, empty directory/0 resource.



    


    
      
        generate_vrf_key()

      


        Generate a fresh classical VRF keypair (RFC 9381 ECVRF over edwards25519,
suite 0x03) for a namespace directory.



    


    
      
        insert(directory, identity_b64, value_b64)

      


        Insert (or replace) identity's value in the directory, committing to it at
the identity's VRF-derived index. Serialized against other appends.



    


    
      
        lookup(directory, identity_b64)

      


        Look up identity, producing a presence or absence proof against the current
root.



    


    
      
        lookup_by_index(directory, index_b64)

      


        Look up a 32-byte derived tree index, producing an index-bound presence
or absence proof against the current root — the POPRF serving path. No
identity, no cleartext label: the caller derived the index obliviously and
verifies with verify_indexed_lookup/6 / verify_indexed_absence/6.



    


    
      
        poprf_info(directory)

      


        The public POPRF info metadata (base64) binding this directory's
evaluations, for a POPRF-backed directory. Returns {:ok, info_b64} or
{:error, reason}.



    


    
      
        poprf_public(directory)

      


        The POPRF public key (base64) clients blind under, for a POPRF-backed
directory. Returns {:ok, poprf_public_b64} or {:error, reason}.



    


    
      
        root(directory)

      


        The current directory root: the 64-byte SHA3-512 prefix-tree root over all
commitments, base64-encoded. Returns {:ok, root_b64}.



    


    
      
        suite_id(directory)

      


        This directory's index-derivation suite identifier — an RFC 9381 octet for a
VRF directory (0x03 classical ECVRF), 0x80 for a POPRF one — bound into
every leaf hash. Clients need it to verify index-bound proofs. Returns
{:ok, suite_id}.



    


    
      
        verify_absence(namespace, vrf_public_b64, root_b64, identity_b64, proof_b64)

      


        Verify an absence proof: that identity is not bound in the directory
committed by root.



    


    
      
        verify_indexed_absence(namespace, suite_id, root_b64, index_b64, proof_b64)

      


        Verify an index-bound absence proof: the index provably holds the empty
leaf under root. Returns :ok or {:error, reason}.



    


    
      
        verify_indexed_lookup(namespace, suite_id, root_b64, index_b64, proof_b64)

      


        Verify an index-bound presence proof (the POPRF oblivious-lookup path):
the caller's self-derived 32-byte index plus the canonical
IndexedLookupProof bytes against root. No identity or scheme key is
needed — the index itself is the caller's evidence.



    


    
      
        verify_lookup(namespace, vrf_public_b64, root_b64, identity_b64, proof_b64)

      


        Verify a presence (lookup) proof: that identity maps to a value in the
directory committed by root.



    


    
      
        vrf_public(directory)

      


        The VRF public key (base64) relying parties use to verify this directory's
proofs. Returns {:ok, vrf_public_b64}.



    





      


      
        Types


        


  
    
      
    
    
      directory()



        
          
        

    

  


  

      

          @opaque directory()


      


An opaque, stateful CONIKS directory resource owned by the runtime.
Held as a reference to a Rust-side RwLock<ConiksDirectory>: reads
(root/1, lookup/2, vrf_public/1) run concurrently, appends (insert/3)
are serialized. It is derived from a namespace's append-only log — built once
with directory_open/2 and updated incrementally with insert/3, rather than
rebuilt per request. Not serializable; do not persist it. Persist the VRF
secret (see generate_vrf_key/0) and replay entries to rebuild.

  


        

      

      
        Functions


        


  
    
      
    
    
      blind_evaluate(directory, blinded_element_b64)



        
          
        

    

  


  

      

          @spec blind_evaluate(directory(), blinded_element_b64 :: String.t()) ::
  {:ok, {String.t(), String.t()}} | {:error, String.t()}


      


The server-side oblivious evaluation (RFC 9497 BlindEvaluate): evaluate a
client's blinded element under this directory's POPRF key.
Returns {:ok, {evaluated_element_b64, dleq_proof_b64}} or {:error, reason}. The directory learns nothing about the identity behind the blinded
element. POPRF-backed directories only.

  



  
    
      
    
    
      derive_poprf_key_pair(seed_b64, key_info_b64)



        
          
        

    

  


  

      

          @spec derive_poprf_key_pair(seed_b64 :: String.t(), key_info_b64 :: String.t()) ::
  {:ok, {String.t(), String.t()}} | {:error, String.t()}


      


Derive the deployment POPRF keypair from a 32-byte seed and a public key-info
string (RFC 9497 §3.2.1 DeriveKeyPair).
Returns {:ok, {secret_b64, public_b64}}. The secret_b64 is deployment
operator infrastructure — persist it securely and pass it to
directory_open_poprf/3; it is not user key material and not a signing key.
The public_b64 is published so clients can blind under it and verify DLEQ
proofs.

  



  
    
      
    
    
      directory_open(namespace, vrf_secret_b64)



        
          
        

    

  


  

      

          @spec directory_open(namespace :: String.t(), vrf_secret_b64 :: String.t()) ::
  {:ok, directory()} | {:error, String.t()}


      


Open a per-namespace directory from an existing VRF secret key, returning an
opaque, empty directory/0 resource.
Replay the namespace's entries into it with insert/3 to reconstruct the
current directory. Returns {:ok, directory} or {:error, reason} (a
malformed namespace or structurally invalid secret key).

  



  
    
      
    
    
      directory_open_poprf(namespace, info_b64, poprf_secret_b64)



        
          
        

    

  


  

      

          @spec directory_open_poprf(
  namespace :: String.t(),
  info_b64 :: String.t(),
  poprf_secret_b64 :: String.t()
) :: {:ok, directory()} | {:error, String.t()}


      


Open a per-namespace POPRF-backed directory from the deployment POPRF
secret key, returning an opaque, empty directory/0 resource.
info_b64 is the base64 public POPRF metadata binding this namespace's
evaluations (e.g. "mosskeys/directory/v1:<namespace_id>"); it is threaded
through both construction and serving, and clients must use the identical
info to recover the same index. Replay the namespace's entries with
insert/3 to reconstruct the current directory (insert-time index derivation
is the non-oblivious RFC 9497 Evaluate, matching what clients derive
obliviously). Returns {:ok, directory} or {:error, reason}.

  



  
    
      
    
    
      generate_vrf_key()



        
          
        

    

  


  

      

          @spec generate_vrf_key() :: {:ok, {String.t(), String.t()}} | {:error, String.t()}


      


Generate a fresh classical VRF keypair (RFC 9381 ECVRF over edwards25519,
suite 0x03) for a namespace directory.
Returns {:ok, {secret_b64, public_b64}}. The secret_b64 is per-namespace
operator infrastructure — persist it securely and pass it to
directory_open/2; it is not user key material and not a signing key. The
public_b64 is published so relying parties can verify lookups.

  



  
    
      
    
    
      insert(directory, identity_b64, value_b64)



        
          
        

    

  


  

      

          @spec insert(directory(), identity_b64 :: String.t(), value_b64 :: String.t()) ::
  :ok | {:error, String.t()}


      


Insert (or replace) identity's value in the directory, committing to it at
the identity's VRF-derived index. Serialized against other appends.
Returns :ok or {:error, reason}.

  



  
    
      
    
    
      lookup(directory, identity_b64)



        
          
        

    

  


  

      

          @spec lookup(directory(), identity_b64 :: String.t()) ::
  {:ok, {:present, String.t(), String.t()}}
  | {:ok, {:absent, String.t()}}
  | {:error, String.t()}


      


Look up identity, producing a presence or absence proof against the current
root.
Returns {:ok, {:present, value_b64, proof_b64}} when the identity is bound,
{:ok, {:absent, proof_b64}} when it is not, or {:error, reason}. The
returned proof_b64 verifies via verify_lookup/5 (presence) or
verify_absence/5 (absence) against the published vrf_public/1 key and
root/1.

  



  
    
      
    
    
      lookup_by_index(directory, index_b64)



        
          
        

    

  


  

      

          @spec lookup_by_index(directory(), index_b64 :: String.t()) ::
  {:ok, {:present, String.t(), String.t()}}
  | {:ok, {:absent, String.t()}}
  | {:error, String.t()}


      


Look up a 32-byte derived tree index, producing an index-bound presence
or absence proof against the current root — the POPRF serving path. No
identity, no cleartext label: the caller derived the index obliviously and
verifies with verify_indexed_lookup/6 / verify_indexed_absence/6.
Returns {:ok, {:present, value_b64, proof_b64}} when a leaf is bound at the
index, {:ok, {:absent, proof_b64}} when it holds the empty leaf, or
{:error, reason}.

  



  
    
      
    
    
      poprf_info(directory)



        
          
        

    

  


  

      

          @spec poprf_info(directory()) :: {:ok, String.t()} | {:error, String.t()}


      


The public POPRF info metadata (base64) binding this directory's
evaluations, for a POPRF-backed directory. Returns {:ok, info_b64} or
{:error, reason}.

  



  
    
      
    
    
      poprf_public(directory)



        
          
        

    

  


  

      

          @spec poprf_public(directory()) :: {:ok, String.t()} | {:error, String.t()}


      


The POPRF public key (base64) clients blind under, for a POPRF-backed
directory. Returns {:ok, poprf_public_b64} or {:error, reason}.

  



  
    
      
    
    
      root(directory)



        
          
        

    

  


  

      

          @spec root(directory()) :: {:ok, String.t()} | {:error, String.t()}


      


The current directory root: the 64-byte SHA3-512 prefix-tree root over all
commitments, base64-encoded. Returns {:ok, root_b64}.

  



  
    
      
    
    
      suite_id(directory)



        
          
        

    

  


  

      

          @spec suite_id(directory()) :: {:ok, non_neg_integer()} | {:error, String.t()}


      


This directory's index-derivation suite identifier — an RFC 9381 octet for a
VRF directory (0x03 classical ECVRF), 0x80 for a POPRF one — bound into
every leaf hash. Clients need it to verify index-bound proofs. Returns
{:ok, suite_id}.

  



  
    
      
    
    
      verify_absence(namespace, vrf_public_b64, root_b64, identity_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_absence(
  namespace :: String.t(),
  vrf_public_b64 :: String.t(),
  root_b64 :: String.t(),
  identity_b64 :: String.t(),
  proof_b64 :: String.t()
) :: :ok | {:error, String.t()}


      


Verify an absence proof: that identity is not bound in the directory
committed by root.
Returns :ok or {:error, reason}.
Example
:ok = MetamorphicLog.Coniks.verify_absence(namespace, vrf_public, root, identity, proof)

  



  
    
      
    
    
      verify_indexed_absence(namespace, suite_id, root_b64, index_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_indexed_absence(
  namespace :: String.t(),
  suite_id :: non_neg_integer(),
  root_b64 :: String.t(),
  index_b64 :: String.t(),
  proof_b64 :: String.t()
) :: :ok | {:error, String.t()}


      


Verify an index-bound absence proof: the index provably holds the empty
leaf under root. Returns :ok or {:error, reason}.

  



  
    
      
    
    
      verify_indexed_lookup(namespace, suite_id, root_b64, index_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_indexed_lookup(
  namespace :: String.t(),
  suite_id :: non_neg_integer(),
  root_b64 :: String.t(),
  index_b64 :: String.t(),
  proof_b64 :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Verify an index-bound presence proof (the POPRF oblivious-lookup path):
the caller's self-derived 32-byte index plus the canonical
IndexedLookupProof bytes against root. No identity or scheme key is
needed — the index itself is the caller's evidence.
Returns {:ok, value_b64} with the bound value on success, or {:error, reason}.

  



  
    
      
    
    
      verify_lookup(namespace, vrf_public_b64, root_b64, identity_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_lookup(
  namespace :: String.t(),
  vrf_public_b64 :: String.t(),
  root_b64 :: String.t(),
  identity_b64 :: String.t(),
  proof_b64 :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Verify a presence (lookup) proof: that identity maps to a value in the
directory committed by root.
Returns {:ok, value_b64} with the bound value on success, or
{:error, reason}.
Example
{:ok, value} =
  MetamorphicLog.Coniks.verify_lookup(namespace, vrf_public, root, identity, proof)

  



  
    
      
    
    
      vrf_public(directory)



        
          
        

    

  


  

      

          @spec vrf_public(directory()) :: {:ok, String.t()} | {:error, String.t()}


      


The VRF public key (base64) relying parties use to verify this directory's
proofs. Returns {:ok, vrf_public_b64}.

  


        

      


  

    
MetamorphicLog.Keytrans 
    



      
KEYTRANS combined-tree directory verification (Layer 3, experimental).
KEYTRANS is the IETF key-transparency protocol
(draft-ietf-keytrans-protocol-04): a single combined log-and-prefix tree
that lets a relying party verify the value bound to a label — and monitor it
for silent changes — without the operator being able to equivocate. Like
CONIKS, verification is stateless: it recomputes everything from public inputs
(the VRF public key, the published combined-tree root, the label, and the
proof blob) and holds no directory state.
These are the verifier functions, mirroring the browser WASM SDK's
keytransVerify*Suite surface. There are three proof kinds:
	verify_search/6 — greatest-version search (§6): the value at a label's
most recent version, or that the label is absent.
	verify_fixed_version/7 — fixed-version search (§7): the value at a
specific version.
	verify_monitor/7 — monitoring (§8): that a known (label, version) is
still consistently included (a downgrade is rejected).

Suites
The cipher suite is always explicit — there is no default. Pass one of:
	:kt128_sha256_p256 (0x0001) — the on-spec IETF standard suite:
ECVRF-P256-SHA256-TAI labels + HMAC-SHA256 commitment.
	:kt128_sha256_ed25519 (0x0002) — the on-spec IETF standard suite:
ECVRF-Ed25519 (truncated) labels + HMAC-SHA256 commitment.
	:metamorphic_hybrid_exp (0xF000) — the private experimental
hybrid-PQ suite (SHA3-512 commitment), in the §15.1 private-use range.

The suite selects the VRF construction, commitment width, and opening length;
it must match the suite the directory published under. The :coniks and
:keytrans directory routes a namespace may declare are carried on the
namespace policy (see MetamorphicLog.Policy).
Experimental / movable posture
Everything here is tagged KEYTRANS_EXP_04 and movable: the proof wire
format tracks the IETF draft and is deliberately not byte-frozen the way the
CONIKS and checkpoint layers are. Pin the metamorphic_log version if you
depend on a specific KEYTRANS wire.
Arguments
All binary arguments are base64-encoded:
	context — the commitment domain-separation string (UTF-8), e.g.
"acme/keytrans-commitment/v1".
	vrf_public — the operator's VRF public key.
	root — the published combined-tree root.
	label — the queried label (e.g. an account identifier).
	proof — the movable KEYTRANS proof blob returned by the operator.


      


      
        Summary


  
    Types
  


    
      
        directory()

      


        An opaque, stateful KEYTRANS directory resource owned by the runtime.



    


    
      
        outcome()

      


        A recomputed search outcome: the bound value (base64) or absence.



    


    
      
        suite()

      


        A KEYTRANS cipher suite (§15.1).



    





  
    Functions
  


    
      
        combined_root(directory)

      


        The current combined-tree root (the published directory root), base64-encoded.



    


    
      
        directory_open(suite, context, vrf_secret_b64)

      


        Open a per-namespace directory on suite from an existing VRF secret key,
committing values under context, returning an opaque, empty directory/0
resource.



    


    
      
        directory_vrf_public(directory)

      


        The VRF public key (base64) relying parties use to verify this directory's
proofs. Returns {:ok, vrf_public_b64}.



    


    
      
        generate_vrf_key(suite)

      


        Generate a fresh VRF keypair for suite.



    


    
      
        prove_search(directory, label_b64)

      


        Produce a greatest-version search proof for label against the current log
head.



    


    
      
        suite_id(suite)

      


        The §15.1 suite_id (u16) for a suite atom.



    


    
      
        update(directory, label_b64, value_b64, timestamp, opening_b64)

      


        Append a new version of label with value, published at timestamp
(milliseconds since the Unix epoch) and blinded by opening — the suite's
Nc-byte commitment opening, which the operator supplies from a CSPRNG.
Serialized against other appends.



    


    
      
        verify_fixed_version(suite, context, vrf_public_b64, root_b64, label_b64, proof_b64)

      


        Verify a fixed-version search proof (§7): the value bound to label at a
specific version, or that that version is absent.



    


    
      
        verify_monitor(suite, context, vrf_public_b64, root_b64, label_b64, proof_b64)

      


        Verify a monitoring proof (§8): that a known (label, version) is still
consistently included in the directory committed by root. A downgrade (a
ladder rung that no longer proves inclusion) is rejected.



    


    
      
        verify_search(suite, context, vrf_public_b64, root_b64, label_b64, proof_b64)

      


        Verify a greatest-version search proof (§6): the value bound to label at
its most recent version under the directory committed by root, or that the
label is absent.



    





      


      
        Types


        


  
    
      
    
    
      directory()



        
          
        

    

  


  

      

          @opaque directory()


      


An opaque, stateful KEYTRANS directory resource owned by the runtime.
Held as a reference to a Rust-side RwLock<KeytransDirectory>: reads
(combined_root/1, prove_search/2, directory_vrf_public/1) run
concurrently, appends (update/5) are serialized. It maintains the single
logical prefix tree and the chronological combined tree — built once with
directory_open/3 and grown incrementally with update/5, rather than
rebuilt per request. Not serializable; do not persist it. Persist the VRF
secret (see generate_vrf_key/1) and replay versions to rebuild.
Experimental: the KEYTRANS wire is movable and not byte-frozen. #45
serving launches CONIKS-only; this surface backs the follow-up path.

  



  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: {:present, value_b64 :: String.t()} | :absent


      


A recomputed search outcome: the bound value (base64) or absence.

  



  
    
      
    
    
      suite()



        
          
        

    

  


  

      

          @type suite() :: :kt128_sha256_p256 | :kt128_sha256_ed25519 | :metamorphic_hybrid_exp


      


A KEYTRANS cipher suite (§15.1).
	:kt128_sha256_p256 — 0x0001
	:kt128_sha256_ed25519 — 0x0002
	:metamorphic_hybrid_exp — 0xF000


  


        

      

      
        Functions


        


  
    
      
    
    
      combined_root(directory)



        
          
        

    

  


  

      

          @spec combined_root(directory()) :: {:ok, String.t()} | {:error, String.t()}


      


The current combined-tree root (the published directory root), base64-encoded.
Returns {:ok, root_b64} or {:error, reason} (an empty directory has no
root).

  



  
    
      
    
    
      directory_open(suite, context, vrf_secret_b64)



        
          
        

    

  


  

      

          @spec directory_open(suite(), context :: String.t(), vrf_secret_b64 :: String.t()) ::
  {:ok, directory()} | {:error, String.t()}


      


Open a per-namespace directory on suite from an existing VRF secret key,
committing values under context, returning an opaque, empty directory/0
resource.
Replay the namespace's versions into it with update/5 to reconstruct the
current directory. Returns {:ok, directory} or {:error, reason} (an unknown
suite or a structurally invalid secret key).

  



  
    
      
    
    
      directory_vrf_public(directory)



        
          
        

    

  


  

      

          @spec directory_vrf_public(directory()) :: {:ok, String.t()} | {:error, String.t()}


      


The VRF public key (base64) relying parties use to verify this directory's
proofs. Returns {:ok, vrf_public_b64}.

  



  
    
      
    
    
      generate_vrf_key(suite)



        
          
        

    

  


  

      

          @spec generate_vrf_key(suite()) ::
  {:ok, {String.t(), String.t()}} | {:error, String.t()}


      


Generate a fresh VRF keypair for suite.
Returns {:ok, {secret_b64, public_b64}}. The secret_b64 is per-namespace
operator infrastructure — persist it securely and pass it to
directory_open/3; it is not user key material and not a signing key. The
public_b64 is published so relying parties can verify proofs.

  



  
    
      
    
    
      prove_search(directory, label_b64)



        
          
        

    

  


  

      

          @spec prove_search(directory(), label_b64 :: String.t()) ::
  {:ok, {:present, String.t(), String.t()}}
  | {:ok, {:absent, String.t()}}
  | {:error, String.t()}


      


Produce a greatest-version search proof for label against the current log
head.
Returns {:ok, {:present, value_b64, proof_b64}} when the label has a value,
{:ok, {:absent, proof_b64}} when it does not, or {:error, reason} (an empty
directory or VRF failure). The returned proof_b64 verifies via
verify_search/6 against the published directory_vrf_public/1 key and
combined_root/1.

  



  
    
      
    
    
      suite_id(suite)



        
          
        

    

  


  

      

          @spec suite_id(suite()) :: 0..65535


      


The §15.1 suite_id (u16) for a suite atom.
Examples
iex> MetamorphicLog.Keytrans.suite_id(:kt128_sha256_p256)
1

iex> MetamorphicLog.Keytrans.suite_id(:metamorphic_hybrid_exp)
61_440

  



  
    
      
    
    
      update(directory, label_b64, value_b64, timestamp, opening_b64)



        
          
        

    

  


  

      

          @spec update(
  directory(),
  label_b64 :: String.t(),
  value_b64 :: String.t(),
  timestamp :: non_neg_integer(),
  opening_b64 :: String.t()
) :: {:ok, non_neg_integer()} | {:error, String.t()}


      


Append a new version of label with value, published at timestamp
(milliseconds since the Unix epoch) and blinded by opening — the suite's
Nc-byte commitment opening, which the operator supplies from a CSPRNG.
Serialized against other appends.
Returns {:ok, version} with the new zero-based version number, or
{:error, reason} (a wrong opening length, VRF failure, or oversized
commitment inputs).

  



  
    
      
    
    
      verify_fixed_version(suite, context, vrf_public_b64, root_b64, label_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_fixed_version(
  suite(),
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  String.t()
) :: {:ok, outcome()} | {:error, String.t()}


      


Verify a fixed-version search proof (§7): the value bound to label at a
specific version, or that that version is absent.
Returns {:ok, {:present, value_b64}}, {:ok, :absent}, or {:error, reason}.

  



  
    
      
    
    
      verify_monitor(suite, context, vrf_public_b64, root_b64, label_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_monitor(
  suite(),
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  String.t()
) ::
  {:ok, boolean()} | {:error, String.t()}


      


Verify a monitoring proof (§8): that a known (label, version) is still
consistently included in the directory committed by root. A downgrade (a
ladder rung that no longer proves inclusion) is rejected.
Returns {:ok, true} on success, or {:error, reason}.

  



  
    
      
    
    
      verify_search(suite, context, vrf_public_b64, root_b64, label_b64, proof_b64)



        
          
        

    

  


  

      

          @spec verify_search(
  suite(),
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  String.t()
) ::
  {:ok, outcome()} | {:error, String.t()}


      


Verify a greatest-version search proof (§6): the value bound to label at
its most recent version under the directory committed by root, or that the
label is absent.
Returns {:ok, {:present, value_b64}}, {:ok, :absent}, or {:error, reason}.
Example
{:ok, {:present, value}} =
  MetamorphicLog.Keytrans.verify_search(
    :kt128_sha256_p256, context, vrf_public, root, label, proof
  )

  


        

      


  

    
MetamorphicLog.Policy 
    



      
Signed namespace policy verification and declared-vs-observed enforcement.
A namespace policy is a signed, in-log, versioned record declaring the
cryptographic posture a namespace operates under: checkpoint signature suite
and security level, the CONIKS commitment hash, the VRF mode, and the
directory route (CONIKS vs the experimental IETF KEYTRANS backend and its
cipher suite). Because the policy is itself a log leaf, the posture is
auditable and tamper-evident.
verify/1 checks the policy's self-signature and returns the declared
posture. The enforce_* functions then assert that an observed artifact
(a checkpoint signing key, a checkpoint signature, a VRF suite id, a
commitment hash, or a directory backend id) matches what the verified policy
declares — the "declared == observed" invariant that stops an operator
from silently downgrading.
The signed policy envelope is base64-encoded.

      


      
        Summary


  
    Types
  


    
      
        directory_backend()

      


        A directory backend identifier (§3.3 DirectoryBackendId, a u16).



    


    
      
        t()

      


        A verified namespace policy.



    





  
    Functions
  


    
      
        enforce_checkpoint_signature(signed_b64, signature_b64)

      


        Enforce that a checkpoint signature_b64 matches the verified policy's
declared checkpoint posture. Returns :ok or {:error, reason}.



    


    
      
        enforce_checkpoint_signing_key(signed_b64, public_key_b64)

      


        Enforce that a checkpoint signing key (public_key_b64) matches the verified
policy's declared checkpoint posture. Returns :ok or {:error, reason}.



    


    
      
        enforce_commitment_hash(signed_b64, commitment_hash)

      


        Enforce that an observed commitment_hash (:sha3_256 | :sha3_512) matches
the policy's declaration. Returns :ok or {:error, reason}.



    


    
      
        enforce_directory_backend(signed_b64, observed)

      


        Enforce that an observed directory backend matches the one the verified
policy declares (from its :directory_mode / :keytrans_suite axis).



    


    
      
        enforce_vrf_suite_id(signed_b64, suite_id)

      


        Enforce that an observed VRF suite_id matches the policy's declared VRF
mode. Returns :ok or {:error, reason}.



    


    
      
        sign(params, secret_key_b64)

      


        Sign a namespace policy and return its base64-encoded signed envelope, the
producer counterpart to verify/1.



    


    
      
        verify(signed_b64)

      


        Verify a signed policy envelope and return the declared posture as a
%MetamorphicLog.Policy{} struct.



    





      


      
        Types


        


  
    
      
    
    
      directory_backend()



        
          
        

    

  


  

      

          @type directory_backend() :: :coniks | :keytrans | 0..65535


      


A directory backend identifier (§3.3 DirectoryBackendId, a u16).
Pass either a well-known atom or the raw id:
	:coniks — the shipped, frozen CONIKS prefix-tree backend (0x0001)
	:keytrans — the experimental IETF KEYTRANS combined-tree backend
(0xF004, KEYTRANS_EXP_V04; movable — the id tracks the draft)


  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MetamorphicLog.Policy{
  checkpoint_suite: :hybrid | :hybrid_matched | :pure_cnsa2,
  commitment_hash: :sha3_256 | :sha3_512,
  created_at: non_neg_integer(),
  directory_mode: :coniks | :keytrans,
  effective_from: non_neg_integer(),
  keytrans_suite:
    :metamorphic_hybrid_exp | :kt128_sha256_p256 | :kt128_sha256_ed25519,
  namespace: String.t(),
  policy_hash: String.t(),
  policy_schema_version: non_neg_integer(),
  rfc6962_leaf_hash: String.t(),
  security_level: :cat3 | :cat5,
  vrf_mode: :classical | :hybrid_output | :pure_pq_experimental
}


      


A verified namespace policy.
	:security_level — :cat3 | :cat5

	:checkpoint_suite — :hybrid | :hybrid_matched | :pure_cnsa2

	:commitment_hash — :sha3_256 | :sha3_512

	:vrf_mode — :classical | :hybrid_output | :pure_pq_experimental

	:directory_mode — :coniks | :keytrans (the Layer-3 directory route)

	:keytrans_suite — :metamorphic_hybrid_exp | :kt128_sha256_p256 |
:kt128_sha256_ed25519 (only meaningful when :directory_mode is
:keytrans; the default suite otherwise)

	:policy_hash, :rfc6962_leaf_hash — base64-encoded


  


        

      

      
        Functions


        


  
    
      
    
    
      enforce_checkpoint_signature(signed_b64, signature_b64)



        
          
        

    

  


  

      

          @spec enforce_checkpoint_signature(String.t(), String.t()) ::
  :ok | {:error, String.t()}


      


Enforce that a checkpoint signature_b64 matches the verified policy's
declared checkpoint posture. Returns :ok or {:error, reason}.

  



  
    
      
    
    
      enforce_checkpoint_signing_key(signed_b64, public_key_b64)



        
          
        

    

  


  

      

          @spec enforce_checkpoint_signing_key(String.t(), String.t()) ::
  :ok | {:error, String.t()}


      


Enforce that a checkpoint signing key (public_key_b64) matches the verified
policy's declared checkpoint posture. Returns :ok or {:error, reason}.

  



  
    
      
    
    
      enforce_commitment_hash(signed_b64, commitment_hash)



        
          
        

    

  


  

      

          @spec enforce_commitment_hash(String.t(), :sha3_256 | :sha3_512) ::
  :ok | {:error, String.t()}


      


Enforce that an observed commitment_hash (:sha3_256 | :sha3_512) matches
the policy's declaration. Returns :ok or {:error, reason}.

  



  
    
      
    
    
      enforce_directory_backend(signed_b64, observed)



        
          
        

    

  


  

      

          @spec enforce_directory_backend(String.t(), directory_backend()) ::
  :ok | {:error, String.t()}


      


Enforce that an observed directory backend matches the one the verified
policy declares (from its :directory_mode / :keytrans_suite axis).
A CONIKS-route policy must be served by the CONIKS backend; a KEYTRANS-route
policy by the KEYTRANS combined-tree backend. Any disagreement — including a
route that declares a reserved/not-built suite — is a hard rejection.
observed is a directory_backend/0: :coniks, :keytrans, or a raw
u16. Returns :ok or {:error, reason}.
Example
:ok = MetamorphicLog.Policy.enforce_directory_backend(signed_b64, :coniks)

  



  
    
      
    
    
      enforce_vrf_suite_id(signed_b64, suite_id)



        
          
        

    

  


  

      

          @spec enforce_vrf_suite_id(String.t(), 0..255) :: :ok | {:error, String.t()}


      


Enforce that an observed VRF suite_id matches the policy's declared VRF
mode. Returns :ok or {:error, reason}.

  



  
    
      
    
    
      sign(params, secret_key_b64)



        
          
        

    

  


  

      

          @spec sign(
  params :: Enumerable.t(),
  secret_key_b64 :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Sign a namespace policy and return its base64-encoded signed envelope, the
producer counterpart to verify/1.
params is a keyword list or map declaring the posture to attest. The enum
fields take the same atoms verify/1 returns, so a verified policy can be
re-signed by feeding its struct fields straight back in:
	:namespace (required) — the namespace identity string
	:policy_schema_version (required) — non-negative integer
	:security_level (required) — :cat3 | :cat5

	:checkpoint_suite (required) — :hybrid | :hybrid_matched | :pure_cnsa2

	:commitment_hash (required) — :sha3_256 | :sha3_512

	:vrf_mode (required) — :classical | :hybrid_output | :pure_pq_experimental

	:directory_mode (required) — :coniks | :keytrans

	:keytrans_suite (required only when :directory_mode is :keytrans) —
:metamorphic_hybrid_exp | :kt128_sha256_p256 | :kt128_sha256_ed25519;
ignored for the CONIKS route (defaults to :metamorphic_hybrid_exp)
	:effective_from (required) — non-negative integer timestamp
	:created_at (required) — non-negative integer timestamp
	:prev_policy_hash (optional) — base64 of the previous policy's 64-byte
hash to chain revisions, or nil for the first policy

secret_key_b64 is the base64 metamorphic-crypto composite secret key. ML-DSA
signing is hedged, so the envelope bytes are not reproducible, but the result
verifies deterministically via verify/1.
Returns {:ok, signed_b64} or {:error, reason} (unknown enum value,
malformed namespace, a prev_policy_hash that is not 64 bytes, or a signing
failure).
Example
{:ok, signed} =
  MetamorphicLog.Policy.sign(
    [
      namespace: "metamorphic.app/log",
      policy_schema_version: 1,
      security_level: :cat3,
      checkpoint_suite: :hybrid,
      commitment_hash: :sha3_256,
      vrf_mode: :classical,
      directory_mode: :coniks,
      effective_from: 0,
      created_at: 0
    ],
    secret_key_b64
  )

  



  
    
      
    
    
      verify(signed_b64)



        
          
        

    

  


  

      

          @spec verify(signed_b64 :: String.t()) :: {:ok, t()} | {:error, String.t()}


      


Verify a signed policy envelope and return the declared posture as a
%MetamorphicLog.Policy{} struct.
Returns {:ok, %Policy{}} or {:error, reason}.
Example
{:ok, %MetamorphicLog.Policy{checkpoint_suite: :hybrid}} =
  MetamorphicLog.Policy.verify(signed_b64)

  


        

      


  

    
MetamorphicLog.Leaf 
    



      
Canonical leaf encoding for the mosslet/key-history/v1 conformance instance.
This is the worked example of the engine's application-agnostic leaf layer: a
signed, hash-chained key-history entry. The three functions here reproduce —
byte-for-byte — the canonical encoding, the intra-chain entry hash, and
the RFC 6962 leaf hash, identically across the Rust core, the browser WASM
SDK, and this NIF. That cross-target parity is what lets a monitor recompute
and compare a log built by browser clients.
Branding your own key history (recommended)
mosslet/key-history/v1 is the reference conformance instance, not a label
you should reuse. For your own application, brand the chain with your own
<namespace>/key-history/v1 label via
key_history_entry_hash_with_context/2 — for example
"mosskeys/key-history/v1". That domain-separates your entry hashes and lets
auditors tell whose key history a chain is, while the canonical bytes and the
RFC 6962 leaf hash stay brand-independent, so cross-target parity is
preserved. The key_history_v1_* functions remain for reproducing the frozen
reference vectors exactly.
Entry
An entry is a map with base64-encoded binary fields:
%{
  seq: 0,                     # u64 sequence number
  ts_ms: 1_700_000_000_000,   # u64 unix-ms timestamp
  enc_x25519: "...",          # base64 X25519 encryption public key
  enc_pq: "...",              # base64 ML-KEM encryption public key
  signing_pub: "...",         # base64 hybrid signing public key
  prev_entry_hash: nil        # base64 prev entry_hash, or nil for genesis
}
Canonical layout
u32_be(VERSION=1)
  || u64_be(seq) || u64_be(ts_ms)
  || lp(enc_x25519) || lp(enc_pq) || lp(signing_pub) || lp(prev_entry_hash)
where lp(x) = u32_be(byte_size(x)) || x and a nil prev_entry_hash
encodes as lp(<<>>).
Return shape
Each function returns {:ok, value_b64} | {:error, reason}, with a !
variant that returns the value directly and raises on invalid input.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


        A mosslet/key-history/v1 entry with base64-encoded binary fields.
:prev_entry_hash is nil for the genesis entry.



    





  
    Functions
  


    
      
        key_history_entry_hash_with_context(context, entry)

      


        Context-parameterized intra-chain entry hash — the recommended way to
compute a key-history entry_hash.



    


    
      
        key_history_entry_hash_with_context!(context, entry)

      


        Bang form of key_history_entry_hash_with_context/2.



    


    
      
        key_history_v1_canonical_bytes(entry)

      


        Canonical byte encoding of a key-history/v1 entry, base64-encoded.



    


    
      
        key_history_v1_canonical_bytes!(entry)

      


        Bang form of key_history_v1_canonical_bytes/1.



    


    
      
        key_history_v1_entry_hash(entry)

      


        Intra-chain SHA3-512 entry hash of entry, base64-encoded.



    


    
      
        key_history_v1_entry_hash!(entry)

      


        Bang form of key_history_v1_entry_hash/1.



    


    
      
        key_history_v1_rfc6962_leaf_hash(entry)

      


        RFC 6962 leaf hash — SHA-256(0x00 || canonical_bytes) — of entry,
base64-encoded. This is the value placed in the Merkle tree.



    


    
      
        key_history_v1_rfc6962_leaf_hash!(entry)

      


        Bang form of key_history_v1_rfc6962_leaf_hash/1.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :seq => non_neg_integer(),
  :ts_ms => non_neg_integer(),
  :enc_x25519 => String.t(),
  :enc_pq => String.t(),
  :signing_pub => String.t(),
  optional(:prev_entry_hash) => String.t() | nil
}


      


A mosslet/key-history/v1 entry with base64-encoded binary fields.
:prev_entry_hash is nil for the genesis entry.

  


        

      

      
        Functions


        


  
    
      
    
    
      key_history_entry_hash_with_context(context, entry)



        
          
        

    

  


  

      

          @spec key_history_entry_hash_with_context(String.t(), entry()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Context-parameterized intra-chain entry hash — the recommended way to
compute a key-history entry_hash.
Brand the chain with your own <namespace>/key-history/v1 label (for example
"mosskeys/key-history/v1") instead of inheriting the reference
mosslet/key-history/v1 instance. Tailoring the label to your namespace
domain-separates your entry hashes and lets an auditor tell whose key history
a chain belongs to, while the canonical bytes and the RFC 6962 leaf hash stay
brand-independent — a monitor recomputes them identically regardless of label.
context is a <namespace>/<record-type>/v<major> label, validated before it
crosses the NIF boundary; a malformed label returns {:error, reason}.
Passing exactly "mosslet/key-history/v1" reproduces
key_history_v1_entry_hash/1 byte-for-byte.
Example
{:ok, hash} =
  MetamorphicLog.Leaf.key_history_entry_hash_with_context(
    "mosskeys/key-history/v1",
    entry
  )

  



  
    
      
    
    
      key_history_entry_hash_with_context!(context, entry)



        
          
        

    

  


  

      

          @spec key_history_entry_hash_with_context!(String.t(), entry()) :: String.t()


      


Bang form of key_history_entry_hash_with_context/2.

  



  
    
      
    
    
      key_history_v1_canonical_bytes(entry)



        
          
        

    

  


  

      

          @spec key_history_v1_canonical_bytes(entry()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Canonical byte encoding of a key-history/v1 entry, base64-encoded.
Example
{:ok, canon} = MetamorphicLog.Leaf.key_history_v1_canonical_bytes(entry)

  



  
    
      
    
    
      key_history_v1_canonical_bytes!(entry)



        
          
        

    

  


  

      

          @spec key_history_v1_canonical_bytes!(entry()) :: String.t()


      


Bang form of key_history_v1_canonical_bytes/1.

  



  
    
      
    
    
      key_history_v1_entry_hash(entry)



        
          
        

    

  


  

      

          @spec key_history_v1_entry_hash(entry()) :: {:ok, String.t()} | {:error, String.t()}


      


Intra-chain SHA3-512 entry hash of entry, base64-encoded.
This is the value a later entry references as its :prev_entry_hash, chaining
the history together.

  



  
    
      
    
    
      key_history_v1_entry_hash!(entry)



        
          
        

    

  


  

      

          @spec key_history_v1_entry_hash!(entry()) :: String.t()


      


Bang form of key_history_v1_entry_hash/1.

  



  
    
      
    
    
      key_history_v1_rfc6962_leaf_hash(entry)



        
          
        

    

  


  

      

          @spec key_history_v1_rfc6962_leaf_hash(entry()) ::
  {:ok, String.t()} | {:error, String.t()}


      


RFC 6962 leaf hash — SHA-256(0x00 || canonical_bytes) — of entry,
base64-encoded. This is the value placed in the Merkle tree.

  



  
    
      
    
    
      key_history_v1_rfc6962_leaf_hash!(entry)



        
          
        

    

  


  

      

          @spec key_history_v1_rfc6962_leaf_hash!(entry()) :: String.t()


      


Bang form of key_history_v1_rfc6962_leaf_hash/1.

  


        

      


  

    
MetamorphicLog.Ingest 
    



      
Deterministic ingestion / scale primitives for an Elixir operator pipeline.
These are the building blocks for operating a log (not just verifying one):
content dedup keys, tile flush geometry, and Merkle recomputation
over tile bytes. They are pure and side-effect-free — sequencing state and
tile storage I/O stay on the BEAM side, which is the idiomatic split (NIFs do
CPU-bound math; the BEAM owns state and I/O).
Sequencing & tile I/O live in Elixir
The Rust core's Sequencer and TileReader are intentionally not wrapped:
a sequencer is a per-namespace monotonic counter best kept as BEAM state
(e.g. an Agent/GenServer or a DB column), and tile reads are storage I/O.
Instead, your pipeline reads tile bytes from wherever they live and feeds them
to tile_hashes/4, parent_hash/1, and recompute_root/1 — the dirty-CPU
hashing primitives — to reproduce a root from tiles.
Binary values are base64-encoded; tile paths are returned as
tile/<level>/<index>[.p/<width>] strings.

      


      
        Summary


  
    Functions
  


    
      
        dedup_key_from_record(namespace, payload_b64)

      


        Content dedup key for a payload under namespace, base64-encoded (64 bytes).



    


    
      
        dedup_key_from_token(namespace, token_b64)

      


        Token dedup key for an idempotency token under namespace, base64-encoded.



    


    
      
        entry_bundles_to_flush(old_size, new_size)

      


        Entry-bundle paths that must be (re)written when growing from old_size to
new_size. Returns {:ok, [path]} or {:error, reason}.



    


    
      
        parent_hash(tile_hashes_b64)

      


        Compute the parent hash above a full tile's 256 (or fewer, for a partial
tile) node hashes. Returns {:ok, hash_b64} or {:error, reason}. Dirty CPU.



    


    
      
        partial_width(level, size)

      


        Width (number of leaves, 1..256) of the partial tile at level for a tree
of size leaves; 0 if that tile is absent.



    


    
      
        recompute_root(leaf_hashes_b64)

      


        Recompute the RFC 6962 Merkle root from an ordered list of base64 leaf
hashes. Returns {:ok, root_b64} or {:error, reason}. Dirty CPU.



    


    
      
        tile_hashes(level, index, width, bytes_b64)

      


        Parse the node hashes out of a tile's bytes.



    


    
      
        tiles_for_size(size)

      


        Every tile path needed to represent a tree of size leaves.



    


    
      
        tiles_to_flush(old_size, new_size)

      


        Tile paths that must be (re)written when the tree grows from old_size to
new_size leaves. Returns {:ok, [path]} or {:error, reason}.



    





      


      
        Functions


        


  
    
      
    
    
      dedup_key_from_record(namespace, payload_b64)



        
          
        

    

  


  

      

          @spec dedup_key_from_record(namespace :: String.t(), payload_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Content dedup key for a payload under namespace, base64-encoded (64 bytes).
Domain-separated as SHA3-512_with_context("metamorphic-log/ingest-dedup-content/v1", lp(ns) || lp(payload)).
Example
{:ok, key} = MetamorphicLog.Ingest.dedup_key_from_record("acme", payload_b64)

  



  
    
      
    
    
      dedup_key_from_token(namespace, token_b64)



        
          
        

    

  


  

      

          @spec dedup_key_from_token(namespace :: String.t(), token_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Token dedup key for an idempotency token under namespace, base64-encoded.
Uses the metamorphic-log/ingest-dedup-token/v1 context.

  



  
    
      
    
    
      entry_bundles_to_flush(old_size, new_size)



        
          
        

    

  


  

      

          @spec entry_bundles_to_flush(non_neg_integer(), non_neg_integer()) ::
  {:ok, [String.t()]} | {:error, String.t()}


      


Entry-bundle paths that must be (re)written when growing from old_size to
new_size. Returns {:ok, [path]} or {:error, reason}.

  



  
    
      
    
    
      parent_hash(tile_hashes_b64)



        
          
        

    

  


  

      

          @spec parent_hash([String.t()]) :: {:ok, String.t()} | {:error, String.t()}


      


Compute the parent hash above a full tile's 256 (or fewer, for a partial
tile) node hashes. Returns {:ok, hash_b64} or {:error, reason}. Dirty CPU.

  



  
    
      
    
    
      partial_width(level, size)



        
          
        

    

  


  

      

          @spec partial_width(0..63, non_neg_integer()) :: 0..256


      


Width (number of leaves, 1..256) of the partial tile at level for a tree
of size leaves; 0 if that tile is absent.

  



  
    
      
    
    
      recompute_root(leaf_hashes_b64)



        
          
        

    

  


  

      

          @spec recompute_root([String.t()]) :: {:ok, String.t()} | {:error, String.t()}


      


Recompute the RFC 6962 Merkle root from an ordered list of base64 leaf
hashes. Returns {:ok, root_b64} or {:error, reason}. Dirty CPU.

  



  
    
      
    
    
      tile_hashes(level, index, width, bytes_b64)



        
          
        

    

  


  

      

          @spec tile_hashes(0..63, non_neg_integer(), 1..256, String.t()) ::
  {:ok, [String.t()]} | {:error, String.t()}


      


Parse the node hashes out of a tile's bytes.
bytes is the base64-encoded tile blob; level/index/width identify the
tile. Returns {:ok, [hash_b64]} (each 32 bytes, base64) or
{:error, reason}. Runs on a dirty CPU scheduler.

  



  
    
      
    
    
      tiles_for_size(size)



        
          
        

    

  


  

      

          @spec tiles_for_size(non_neg_integer()) :: [String.t()]


      


Every tile path needed to represent a tree of size leaves.

  



  
    
      
    
    
      tiles_to_flush(old_size, new_size)



        
          
        

    

  


  

      

          @spec tiles_to_flush(non_neg_integer(), non_neg_integer()) ::
  {:ok, [String.t()]} | {:error, String.t()}


      


Tile paths that must be (re)written when the tree grows from old_size to
new_size leaves. Returns {:ok, [path]} or {:error, reason}.

  


        

      


  

    
MetamorphicLog.Anchor 
    



      
Backend-agnostic anchoring / attestation (Slice 8).
A transparency log's anti-equivocation guarantee is only as strong as a
relying party's ability to detect a split view — an operator showing one
checkpoint to Alice and a different, inconsistent one to Bob. Independent
witnesses (MetamorphicLog.Note) are one defence; anchoring is the other:
periodically committing a checkpoint's signed tree head to an external,
hard-to-equivocate medium (a blockchain transaction, an RFC 3161 notary
receipt, object-lock / WORM storage, or another transparency log) so the
operator cannot later present a tree that disagrees with what was anchored
without that contradiction being publicly visible.
This module surfaces the engine's contribution to anchoring — the format
and the verification — and is deliberately backend-agnostic and I/O-free.
There is no network client, chain RPC, or notary integration here, and no
anchor cadence / fee / confirmation-depth policy: those belong to the
operator (the paid mosskeys app). What lives here is:
	record_canonical_bytes/6 / parse_record/1 — the canonical, byte-locked
attestation record binding a checkpoint head (origin, size,
root_hash) to an opaque locator and an agnostic medium tag.
	anchor_commitment/1 — the fixed-size, medium-independent commitment an
operator publishes to (and re-fetches from) the medium.
	verify_anchored/4 — the third-party audit that an attestation binds a
checkpoint and that successive anchored heads are append-only consistent,
trusting neither the operator nor the medium.
	verify_commitment/2 — the medium-side counterpart: check bytes fetched
from the medium equal the recomputed commitment.

I/O stays on the BEAM side
The Rust core's CommitmentSink trait (and its logic-only *_via bridges) is
intentionally not wrapped: a sink with an associated error type and a real
backend (chain/notary/object store) is idiomatically BEAM code. Your operator
publishes/fetches the commitment bytes itself, then uses anchor_commitment/1
	verify_commitment/2 to check them.

Honest framing (no zero-knowledge)
This is plain anchoring: publish a checkpoint-head commitment and prove
consistency between successive anchored heads. It involves zero
zero-knowledge machinery; the optional ZK-anchoring enhancement is a separate
effort and is not coupled to this format.
Binary values are base64-encoded (standard padded alphabet), byte-identical
to the native Rust core and the browser WASM SDK.

      


      
        Summary


  
    Types
  


    
      
        anchor_record()

      


        A parsed anchor record



    





  
    Functions
  


    
      
        anchor_commitment(record_b64)

      


        The fixed-size commitment over the record's checkpoint head — the value an
operator publishes to (and re-fetches from) the external medium.



    


    
      
        parse_record(record_b64)

      


        Parse a canonical anchor record into a anchor_record/0 map. Validates the layout,
format version, algorithm tag, medium grammar, and non-empty origin/locator.
Returns {:ok, record} or {:error, reason}.



    


    
      
        record_canonical_bytes(origin, size, root_b64, medium, locator_b64, commitment_alg \\ "sha3_512")

      


        Build the canonical bytes of an anchor attestation record from an explicit
checkpoint head.



    


    
      
        rfc6962_leaf_hash(record_b64)

      


        The RFC 6962 Merkle leaf hash of the record's canonical bytes, so an operator
may also log its attestations as Layer-0 leaves. Returns {:ok, hash_b64} or
{:error, reason}. Dirty CPU.



    


    
      
        verify_anchored(note_text, vkeys, record_b64, opts \\ [])

      


        Verify an anchored checkpoint.



    


    
      
        verify_commitment(record_b64, fetched_commitment_b64)

      


        Medium-side check: the bytes fetched_commitment_b64 retrieved from the
external medium equal the commitment recomputed from record_b64's checkpoint
head.



    





      


      
        Types


        


  
    
      
    
    
      anchor_record()



        
          
        

    

  


  

      

          @type anchor_record() :: %{
  origin: String.t(),
  size: non_neg_integer(),
  root: String.t(),
  commitment_alg: String.t(),
  medium: String.t(),
  locator: String.t()
}


      


A parsed anchor record:
	:origin — the bound checkpoint origin (log identity)
	:size — the bound checkpoint tree size
	:root — base64 RFC 6962 root hash at size (32 bytes)
	:commitment_alg — the safe-menu commitment algorithm ("sha3_512")
	:medium — the medium identifier (e.g. "ethereum/mainnet")
	:locator — base64 opaque external-commitment locator


  


        

      

      
        Functions


        


  
    
      
    
    
      anchor_commitment(record_b64)



        
          
        

    

  


  

      

          @spec anchor_commitment(record_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


The fixed-size commitment over the record's checkpoint head — the value an
operator publishes to (and re-fetches from) the external medium.
Medium- and locator-independent: the same head yields the same commitment
regardless of where it is anchored. Returns {:ok, commitment_b64} or
{:error, reason}. Runs on a dirty CPU scheduler.

  



  
    
      
    
    
      parse_record(record_b64)



        
          
        

    

  


  

      

          @spec parse_record(record_b64 :: String.t()) ::
  {:ok, anchor_record()} | {:error, String.t()}


      


Parse a canonical anchor record into a anchor_record/0 map. Validates the layout,
format version, algorithm tag, medium grammar, and non-empty origin/locator.
Returns {:ok, record} or {:error, reason}.

  



    

  
    
      
    
    
      record_canonical_bytes(origin, size, root_b64, medium, locator_b64, commitment_alg \\ "sha3_512")



        
          
        

    

  


  

      

          @spec record_canonical_bytes(
  origin :: String.t(),
  size :: non_neg_integer(),
  root_b64 :: String.t(),
  medium :: String.t(),
  locator_b64 :: String.t(),
  commitment_alg :: String.t()
) :: {:ok, String.t()} | {:error, String.t()}


      


Build the canonical bytes of an anchor attestation record from an explicit
checkpoint head.
medium is a printable-ASCII identifier (no whitespace/control bytes, /
allowed for hierarchy, e.g. "ethereum/mainnet"); locator_b64 is the opaque
external-commitment handle (tx id, block height, receipt, object key);
commitment_alg is a safe-menu tag ("sha3_512", the v0.1 default and only
entry). Returns {:ok, record_b64} or {:error, reason}.

  



  
    
      
    
    
      rfc6962_leaf_hash(record_b64)



        
          
        

    

  


  

      

          @spec rfc6962_leaf_hash(record_b64 :: String.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


The RFC 6962 Merkle leaf hash of the record's canonical bytes, so an operator
may also log its attestations as Layer-0 leaves. Returns {:ok, hash_b64} or
{:error, reason}. Dirty CPU.

  



    

  
    
      
    
    
      verify_anchored(note_text, vkeys, record_b64, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_anchored(
  note_text :: String.t(),
  vkeys :: [String.t()],
  record_b64 :: String.t(),
  opts :: keyword()
) :: :ok | {:error, String.t()}


      


Verify an anchored checkpoint.
Checks that record_b64 binds the checkpoint carried by note_text (verified
against the trusted vkeys), and — when a previous anchored checkpoint is
supplied — that the newer checkpoint is an append-only extension of it.
This is the log-side audit of "the operator never equivocated between anchored
heads": it trusts neither the operator nor the medium. Pair it with
verify_commitment/2 (the medium-side check) for the full guarantee. Runs on a
dirty CPU scheduler.
Options
	:prev_note — a previously-anchored checkpoint signed note. When given,
consistency from it to note_text is verified.
	:consistency_proof — a list of base64 RFC 9162 consistency-proof hashes
from :prev_note to note_text (each 32 bytes). Required (and only used)
when :prev_note is set.

With no :prev_note, only the attestation-binds-checkpoint check runs.
Returns :ok on success or {:error, reason} (a failed binding/consistency
check or malformed input).
Examples
# binding-only
:ok = MetamorphicLog.Anchor.verify_anchored(note, [vkey], record)

# binding + consistency from a previous anchored head
:ok =
  MetamorphicLog.Anchor.verify_anchored(newer_note, [vkey], record,
    prev_note: older_note,
    consistency_proof: proof_b64
  )

  



  
    
      
    
    
      verify_commitment(record_b64, fetched_commitment_b64)



        
          
        

    

  


  

      

          @spec verify_commitment(
  record_b64 :: String.t(),
  fetched_commitment_b64 :: String.t()
) ::
  :ok | {:error, :commitment_mismatch | String.t()}


      


Medium-side check: the bytes fetched_commitment_b64 retrieved from the
external medium equal the commitment recomputed from record_b64's checkpoint
head.
On :ok the medium genuinely attests to this checkpoint head. This is the
counterpart to verify_anchored/4: together they prove the head was anchored
and the operator never equivocated between anchored heads. The fetch itself
is your operator's job (this library performs no I/O).
Returns :ok, {:error, :commitment_mismatch}, or {:error, reason} if the
record is malformed.

  


        

      


  

    
mix metamorphic_log.release 
    



      
Publishes metamorphic_log to Hex from your machine, in the correct order for
a precompiled-NIF package.
$ mix metamorphic_log.release

Hex has no OIDC/trusted-publishing, so this is intentionally a local,
one-command flow rather than CI automation: your HEX_API_KEY never has to
live in GitHub secrets. The command refuses to publish unless every
precondition is met.
What it does
	Verifies the working tree is clean.
	Verifies a git tag v<version> exists for the current mix.exs version.
	Verifies the GitHub Release for that tag exists and carries the
precompiled NIF assets (built by .github/workflows/release.yml).
	Runs mix rustler_precompiled.download MetamorphicLog.Native --all to
regenerate checksum-Elixir.MetamorphicLog.Native.exs against those
published assets.
	Stops so you can commit the regenerated checksum file.
	After you re-run with --publish, re-verifies the preconditions and prints
the mix hex.publish command for you to run (Hex publish is interactive
and uses your local HEX_API_KEY).

Typical sequence
# 1. bump @version in mix.exs, update CHANGELOG.md, commit
# 2. git tag vX.Y.Z && git push origin main --tags
# 3. wait for the "Build Precompiled NIFs" workflow to finish
$ mix metamorphic_log.release            # regenerates checksums
$ git add checksum-*.exs && git commit -m "Update NIF checksums for vX.Y.Z" && git push
$ mix metamorphic_log.release --publish  # verifies, then prints the publish command
Options
	--publish — verify all release preconditions and print the final
mix hex.publish command to run. Without it, the task stops after
regenerating checksums so you can review and commit them.
	--yes — include --yes in the printed mix hex.publish command
(skips Hex's confirmation prompt).
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